
This article was published in an Elsevier journal. The attached copy
is furnished to the author for non-commercial research and

education use, including for instruction at the author’s institution,
sharing with colleagues and providing to institution administration.

Other uses, including reproduction and distribution, or selling or
licensing copies, or posting to personal, institutional or third party

websites are prohibited.

In most cases authors are permitted to post their version of the
article (e.g. in Word or Tex form) to their personal website or
institutional repository. Authors requiring further information

regarding Elsevier’s archiving and manuscript policies are
encouraged to visit:

http://www.elsevier.com/copyright

http://www.elsevier.com/copyright


Author's personal copy

A measurement study of persistent forwarding
loops on the Internet q

Jianhong Xia, Lixin Gao *, Teng Fei

Department of Electrical and Computer Engineering, University of Massachusetts at Amherst, Amherst, MA 01003, United States

Received 18 January 2007; received in revised form 4 July 2007; accepted 21 July 2007
Available online 3 August 2007

Responsible Editor: D. Medhi

Abstract

In this paper, we present a measurement study of persistent forwarding loops and a flooding attack that exploits per-
sistent forwarding loops. Persistent forwarding loops may share one or more links with forwarding paths to some hosts.
An attacker can exploit persistent forwarding loops to overload the shared links and disrupt Internet connectivity to those
hosts.

To understand the extent of this vulnerability, we perform extensive measurements to systematically study persistent
forwarding loops. We find that persistent forwarding loops do exist in the Internet. At least 35 million addresses experience
persistent forwarding loops, and at least 11 million addresses can be attacked by exploiting such persistent forwarding
loops. In addition, 87.4% of persistent forwarding loops involve routers in destination domains, which can be observed
from various locations. This makes it possible to launch attacks from multiple vantage points. We also find that most per-
sistent forwarding loops are just two hops long, which enables an attacker to significantly amplify traffic to them.

We further investigate the possible cause of persistent forwarding loops, and find that about 50% of them are caused by
neglecting to configure pull-up routes. We show that even if the misconfiguration occurs in a stub network, it may cause
persistent forwarding loops involving routers in large ISPs, and can potentially be exploited by attackers to flood links in a
backbone network. To the best of our knowledge, this is the first study of exploiting routing misconfigurations to launch
DDoS attacks and understanding the impact of such attacks.
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1. Introduction

One of the most prevalent threats in the Internet
is the Distributed Denial of Service (DDoS) attack.
In general, DDoS attacks send traffic from a large
number of compromised hosts to deplete the vic-
tim’s network or host resources. In this paper, we
present flooding attacks that exploit persistent for-
warding loops in the Internet. Forwarding loops
have been observed in previous measurement stud-
ies [5,9,11,15]. Although transient forwarding loops
will disappear after routing protocols converge, for-
warding loops caused by configuration errors can
last for a long time. In addition to the obvious issues
that persistent forwarding loops can blackhole net-
work addresses, they also can be exploited to over-
load the links in which they are involved. Since
persistent forwarding loops may share one or more
links with forwarding paths to some hosts, over-
loading those shared links can disrupt Internet con-
nectivity to those hosts, which may lead to denial of
service attacks.

Fig. 1 shows an example of a flooding attack that
exploits persistent forwarding loops. Traffic to host
X traverses routers Ra, Rb, Rc and other network
devices to reach the destination. At the same time,
traffic to host Y also traverses routers Ra, Rb and
Rc. However, due to misconfigurations in router
Rc, traffic to host Y in router Rc will be forwarded
back to Rb. Therefore, any packet destined to
address Y falls into the loop between Rb and Rc,
and will be dropped only when its time-to-live
(TTL) expires. In this scenario, the traffic volume
to host Y will be amplified in link Lbc, so that link
Lbc can be overloaded if malicious attackers deliber-
ately send a large amount of traffic to host Y. There-
fore, host X would experience denial of service.
Since traffic traversing a persistent forwarding loop
typically traverses the links in the loop multiple
times before being dropped, it takes attackers much
less effort to launch flooding attacks, making the

attacks stealthy. Since network operators can see
traffic congestion only on the shared link Lbc but
not on other links such as Lab, without packet-level
or flow-level measurements on the shared link, this
kind of attack is hard to detect.

To understand the extent of this vulnerability, we
perform extensive measurements to systematically
study persistent forwarding loops. We find that per-
sistent forwarding loops do exist in the Internet. We
characterize the prevalence of IP addresses involv-
ing persistent forwarding loops and the properties
of such loops in terms of length and location. The
major contributions of our paper are summarized
as follows,

1. Prevalence of IP addresses involving persistent for-

warding loops: In our measurement, we find that
at least 35 million addresses, i.e., 2.47% of rout-
able addresses, experience persistent forwarding
loops. At least 11 million addresses, i.e., 0.78%
of routable addresses, can be attacked by exploit-
ing persistent forwarding loops. These addresses
are spread widely over many domains.

2. Properties of persistent forwarding loops: Our
results show that about 94.3% of persistent for-
warding loops happen within a single domain,
while about 5.7% happen across multiple
domains. In addition, about 87.4% of persistent
forwarding loops involve routers in destination
domains and they can be observed from various
locations. This makes it possible to launch
attacks from multiple vantage points. We also
find that about 90% of persistent forwarding
loops are just two hops long, which enables an
attacker to significantly amplify traffic to persis-
tent forwarding loops.

3. Possible cause of persistent forwarding loops: We
investigate the possible cause of persistent
forwarding loops, and find that about 50%
are caused by neglecting to configure pull-up
routes.

Fig. 1. Flooding attacks by exploiting persistent forwarding loops.
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4. Impact of persistent forwarding loops on Tier-1

ASes: We find that all Tier-1 autonomous sys-
tems (ASes) have one or more routers involved
in persistent forwarding loops. This enables
attackers to exploit the persistent forwarding
loops and interfere with backbone networks in
Tier-1 ASes. We show that even if a misconfigu-
ration occurs in a stub network, it may cause per-
sistent forwarding loops involving routers in
large ISPs, and can potentially be exploited by
attackers to flood links in a backbone network.

The remainder of this paper is structured as fol-
lows. Section 2 introduces the terminology of persis-
tent forwarding loops, network addresses that have
persistent forwarding loops and network addresses
that can be attacked by persistent forwarding loops.
We describe the measurement design in Section 3,
and characterize the properties of persistent for-
warding loops in terms of length and location in
Section 4. Section 5 discusses the possible cause of
persistent forwarding loops and identifies the loops
that are caused by neglecting to configure pull-up
routes. We conclude the paper and discuss our
future work in Section 6.

2. Terminology

In this section, we define some terminologies that
are used in this paper. First we explain the concepts
of forwarding loop and persistent forwarding loop,
then we define shadowed address and imperiled
address followed by an example from the real
network.

2.1. Forwarding loops

In general, a packet from source s traverses a
sequence of routers to reach destination d. A packet
experiences a forwarding loop if it traverses a set of
routers more than once. We denote the sequence
of router interfaces that a packet from s to d tra-
verses as (r1, r2, . . ., rn), which is also called forward-

ing path from s to d. If ri = rj and i 5 j, then the
forwarding path contains a forwarding loop
(ri, . . ., rj) from s to d. The length of forwarding loop

(ri, . . ., rj) from s to d is j � i.
Forwarding loops can be transient or persistent.

Transient forwarding loops are those that can resolve
themselves without human intervention or network
topology changes. Transient forwarding loops may
occur during routing protocol convergence [2]. Hen-

gartner et al. [5] have demonstrated that forwarding
loops exist in the Sprint backbone network by ana-
lyzing packet traces. In general, transient forward-
ing loops will disappear after the routing protocols
converge. However, some forwarding loops will
not disappear without human intervention or net-
work topology changes. We refer to those forward-
ing loops as persistent forwarding loops.

2.2. Shadowed addresses and imperiled addresses

If there is a persistent forwarding loop from
source s to destination d, we refer to the IP address
of d as a shadowed address. For example, the address
Y in Fig. 1 is a shadowed address. Note that the
links in persistent forwarding loops may still be able
to carry traffic to some reachable hosts. That is, a
persistent forwarding loop may share one or more
links with forwarding paths to addresses other than
the shadowed addresses. If a destination d 0 is reach-
able and the forwarding path to d 0 shares a link with
a persistent forwarding loop, we refer to the address
of d 0 as an imperiled address. For example, the
address X in Fig. 1 is an imperiled address. Imper-
iled addresses are named so because they may suffer
from potential threats posed by the persistent for-
warding loops. In other words, if flooding attacks
are launched by sending traffic to shadowed
addresses, the links in persistent forwarding loops
will be overloaded. The imperiled addresses will
either experience performance degradation in net-
work connections or even be disconnected.

Examples of a shadowed address and an imper-
iled address are shown in Table 1. In this example,

Table 1
An example of shadowed address and imperiled address

Hop Traceroute to shadowed
address 81.181.31.127

Traceroute to imperiled
address 80.96.192.10

1 128.119.91.254 128.119.91.254
2 128.119.2.238 128.119.2.238
3 128.119.2.194 128.119.2.194
4 65.77.95.161 65.77.95.161

. . . . . . . . .

18 166.49.147.134 166.49.147.134
19 195.39.208.82 195.39.208.66
20 193.226.179.18 193.226.179.18
21 193.226.130.226 193.226.130.226

22 194.176.189.42 194.176.189.42

23 193.226.130.226 194.105.11.178
24 194.176.189.42 80.96.192.10
25 193.226.130.226

26 194.176.189.42

. . . . . .
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from a host in the campus network, 128.119.0.0/16,
in the University of Massachusetts at Amherst
(UMass), traffic to the shadowed address
81.181.31.127 falls into a persistent forwarding loop
between routers 193.226.130.226 and 194.176.
189.42, while traffic to the imperiled address
80.96.192.10 relies on that link to reach the
destination.

3. Data collection

3.1. Measurement design

We use traceroute to discover forwarding paths
in our study. Our goal is to identify all possible IP
addresses in the Internet that have persistent for-
warding loops. In order to reduce the measurement
overhead, we select a set of representative network
addresses to do traceroute. We select as few network
addresses as we could, while trying to explore as
many forwarding paths as possible. Most networks
are allocated by a set of contiguous IP addresses.
Since it is common that the forwarding decision in
a router is based on the destination IP address, trac-
ing different IP addresses in a network from the
same source may observe the same forwarding path.
In order to discover forwarding paths to a network,
we could sample just a few addresses in that net-
work. However, the address space of a large net-
work may be aggregated by multiple address
blocks from its customers. Sampling a limited num-
ber of addresses in such large networks might not
discover all forwarding paths to those customers.
On the other hand, even if the address space of a
large network is not aggregated from its customers,
when the network owns a large number of sub-net-
works, forwarding paths to various subnets may still
be different. Hence, sampling a limited number of
addresses in a network may not be able to discover
as many distinct forwarding paths as possible. We
note that it is quite common for a large network
to use /24 subnet as the smallest unit to divide its
network into multiple subnets. In addition, it is rea-
sonable to assume that forwarding paths to the
addresses within a subnet should be the same. We
believe that sampling addresses in any /24 address
block is efficient and fine-grained enough to dis-
cover as many distinct forwarding paths to a large
network as possible. Therefore, we design our mea-
surement by selecting a few IP addresses in each
address block no larger than /24 to perform
traceroute.

It should be noted that not all IP addresses have
been allocated. Even if we can obtain a list of all
allocated IP addresses from the Internet Assigned
Numbers Authority (IANA) [6], not all allocated
IP addresses have been used in the Internet. In gen-
eral, we can get all addresses that have been used in
the Internet from a router in default-free zone. We
refer to the prefixes in BGP routing tables in
default-free zone as routable prefixes, and refer to
the addresses covered by routable prefixes as rout-

able addresses. In our measurement study, we use
BGP routing tables in the RouteViews Project [12]
to get routable prefixes and routable addresses,
because it peers with BGP routers in many large
ISPs such as AT&T and Sprint.

We partition all routable addresses into blocks
which contain at most 256 addresses. In other
words, we divide all routable prefixes whose length
is shorter than 24 into multiple /24 prefixes. For
example, prefix 12.0.0.0/8 is divided into 65,536 pre-
fixes represented by 12.x.x.0/24. All prefixes in our
measurement have a length of at least 24. We refer
to these prefixes as fine-grained prefixes.

Since the forwarding paths to only a limited
number of sampled IP addresses are used to repre-
sent forwarding paths to all IP addresses in a fine-
grained prefix, we extend the concept of persistent
forwarding loops to fine-grained prefixes. If an
address dp in a fine-grained prefix p experiences
persistent forwarding loops from source s, we say
there is a persistent forwarding loop from s to prefix
p, and refer to prefix p as a shadowed prefix.
Similarly, if a fine-grained prefix q contains an
imperiled address, we refer to prefix q as an imper-

iled prefix.

3.2. Data sets

In September 2005, we collected two sets of trace
data from one location. We also collected additional
traces from various locations to support our find-
ings. Unless otherwise specified, all traces were col-
lected from a subscriber of Comcast high speed
Internet service in western Massachusetts.

The first data set, DA, identifies all fine-grained
prefixes to which there is a forwarding loop. From
a total of 0.18 million routable prefixes, we obtained
about 5.51 million fine-grained prefixes. Due to
security and privacy concerns posed by networks
owned by governmental and military agencies, we
filtered out their prefixes according to WHOIS [1].
After filtering, 5.5 million fine-grained prefixes were
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traced. To reduce the overhead of our measurement,
we performed traceroute to two IP addresses in each
prefix, the first one and a random one. We collected
about 11 million traces in DA within 16 days. We
refer to those fine-grained prefixes with forwarding
loops in DA as candidate prefixes.

The second data set, DB, identifies all shadowed
prefixes to which there is a persistent forwarding
loop. To identify persistent forwarding loops, we
traced to candidate prefixes and performed tracero-
ute multiple times. Although we could observe for-
warding loops from a single trace, it was
impractical to monitor the network forever to iden-
tify persistent forwarding loops. Thus, we adopted
an approximate criterion with respect to the general
time scale of routing convergence. We traced an IP
address d multiple times within 6 days. If the for-
warding loop always appeared in all traces to d,
we classified the forwarding loop as a persistent for-
warding loop. To collect DB, we traced to the candi-
date prefixes and selected two IP addresses in each
prefix, a first one and a random one. Each selected
IP address was traced 10 times. We collected about
4.2 million traces by tracing to 415,782 IP addresses.
Note that we did not see much difference in the
observations from the first day to the last day in this
experiment. It means that there was no noticeable
change on the forwarding paths we collected during
the 6-day measurement period. Table 2 summarizes
the data sets of DA and DB.

4. Characterizing persistent forwarding loops

A trace of traceroute normally contains a
sequence of router interface addresses. However,
some traces may contain ‘‘*’’ or ‘‘!’’ when routers
do not send back ICMP packets, replies get lost
or filtered, or destinations cannot be reached. To
reduce ambiguity, we filtered out the traces that
contain ‘‘*’’ or ‘‘!’’ between two appearances of
the same address. We found that a few traces con-
tained the same address appearing continuously,
which could be caused by a firewall. We also filtered
out these traces in our study.

4.1. Prevalence of shadowed prefixes and imperiled

prefixes

To understand the scope of persistent forwarding
loops in the Internet, we look at the prevalence of
shadowed prefixes and imperiled prefixes from our
experiments. We also present the distributions of
shadowed prefixes and imperiled prefixes to show
how these network addresses spread in the IPv4
address space.

4.1.1. Shadowed prefixes

In our measurement, we identified the candidate
prefixes from DA and performed traceroute to these
candidate prefixes to collect DB. We then analyzed
DB to identify shadowed prefixes and persistent for-
warding loops.

Among 5.5 million prefixes traced in DA, 207,891
of them were identified as candidate prefixes, which
cover about 3.77% of routable IP addresses. From
data DB that traces to all candidate prefixes, we
identified 135,973 prefixes as shadowed prefixes,
which cover about 2.47% of routable IP addresses,
i.e., about 35 million addresses. Shadowed prefixes
are located in 5341 ASes, which suggests that IP
addresses experiencing forwarding loops originate
from a large number of ASes.

4.1.2. Imperiled prefixes

As mentioned in Section 2, the vulnerability of
persistent forwarding loops does not come from
the shadowed addresses themselves. Rather, it
comes from the shared links between persistent for-
warding loops and the forwarding paths to imper-
iled addresses. To understand the extent of this
vulnerability, we estimated the prevalence of imper-
iled addresses in the Internet.

The basic idea of identifying imperiled addresses
is to find those IP addresses that are reachable, and
whose forwarding paths share one or more links
with persistent forwarding loops. It is not easy to
fully identify the imperiled addresses in the Internet
without a global view of forwarding paths from a
source to a destination. In our experiment, we

Table 2
Summary on measurement design and trace data

Data
set

Fine-grained prefix
selection

# of selected IP addresses per
prefix

# of traces for each selected
address

# of prefixes
traced

# of addresses
traced

DA All fine-grained
prefixes

2 Once 5,499,618 10,999,236

DB All candidate prefixes 2 10 times 207,891 415,782
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Author's personal copy

estimated the number of imperiled addresses/pre-
fixes from DA. Any reachable address in DA that
uses one or more links in a persistent forwarding
loop is marked as an imperiled address. The fine-
grained prefixes containing any imperiled address
are marked as imperiled prefixes. Based on the per-
sistent forwarding loops found in Section 4.1.1 and
the traces in DA, 42,887 of fine-grained prefixes were
identified as imperiled prefixes. It covers about
0.78% of routable IP addresses, i.e., about 11 mil-
lion addresses. These imperiled addresses could be
potential victims when the vulnerability on persis-
tent forwarding loops is exploited. These imperiled
prefixes originate from 2117 ASes, so the potential
victims are spread widely in various domains.

Note that not all persistent forwarding loops
share their links with forwarding paths to imperiled
prefixes. Among 302,989 persistent forwarding
loops, only 24.1% of them share links with forward-
ing paths to imperiled addresses. We call those
shadowed addresses (prefixes) that can be exploited
to attack imperiled addresses dark addresses (pre-

fixes). Among 135,973 shadowed prefixes, 18.4%
of them are dark prefixes. Generally, a persistent
forwarding loop shares links with forwarding paths
to one or two imperiled prefixes. However, some
persistent forwarding loops may share links with
forwarding paths to as many as 1000 imperiled pre-
fixes. Flooding such shared links can result in denial
of service to a large number of imperiled addresses.

4.1.3. Distribution of shadowed addresses and

imperiled addresses

To understand which addresses experience persis-
tent forwarding loops and which addresses can be
attacked by exploiting persistent forwarding loops,
we plot the number of shadowed addresses and
the number of imperiled addresses based on the dis-
tribution of the first byte of their addresses. Fig. 2
plots the number of routable addresses, the number

of shadowed addresses and the number of imperiled
addresses on a log scale.

In Fig. 2, we can see that routable addresses are
not uniformly distributed within the entire IPv4
address space. Some address blocks are reserved
for use by multicast applications, while some have
not been allocated by IANA yet [6]. Similar to
the routable addresses, shadowed addresses and
imperiled addresses are not uniformly distributed
within the entire IPv4 address space either. How-
ever, they are roughly proportional to the distribu-
tion of routable addresses. Shadowed addresses
and imperiled addresses almost fall into each /8
prefix that has been allocated by IANA. It confirms
our observations in Sections 4.1.1 and 4.1.2. That
is, the shadowed addresses and imperiled addresses
are widely distributed in the various networks. One
interesting observation is that although we do not
see any shadowed addresses in 20.0.0.0/8, we do
observe many imperiled addresses in 20.0.0.0/8.
This means that some addresses can be attacked
even when the addresses close to them do not expe-
rience persistent forwarding loops. We also find
that although some prefixes contain shadowed
addresses, there are no imperiled addresses in them.
For example, prefix 56.0.0.0/8 contains many shad-
owed addresses, but there are no imperiled
addresses in it.

4.2. Observing persistent forwarding loops to

additional addresses in shadowed prefixes

As mentioned in Section 3, we chose two IP
addresses in each fine-grained prefix to discover
the forwarding paths to the entire IP addresses in
that prefix. To demonstrate that persistent forward-
ing loops exist to other addresses in shadowed pre-
fixes, we traced to 3705 shadowed prefixes from the
campus network in the University of Massachusetts
at Amherst, and selected about 50 random IP
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addresses in each prefix instead of two addresses.
We denote this trace as DC. As mentioned before,
we filtered out the traces that contained ‘‘*’’ or ‘‘!’’
between two appearances of a same address, and
finally we have traces to 3533 shadowed prefixes.

The result shows that most additional sampled
addresses also experience forwarding loops.
67.96% of shadowed prefixes in DC confirm that
all additional sampled addresses have forwarding
loops. We further investigated the reason why not
all additional sampled addresses had forwarding
loops in shadowed prefixes. We found that 73.41%
of them are caused by the fact that infrastructure
addresses (deployed for router interfaces) are sam-
pled. For example in Fig. 1, although there is a for-
warding loop when tracing to host Y, there is no
forwarding loop if we trace to the interface address
of Rc. The result is shown in Table 3. This suggests
that the persistent forwarding loop is not a special
phenomenon of the sampled addresses, but instead,
it can be applied to most addresses in shadowed
prefixes.

4.3. Observing persistent forwarding loops from

multiple vantage points

To show that persistent forwarding loops can be
observed from multiple locations, we traced to 4894
shadowed prefixes from various vantage points, and
selected four random IP addresses in each prefix.
We collected the traces from four hosts in Planet-
Lab [10] that are located in Asia, Europe, and the
east and west coasts of the United States. We denote
data sets from these four hosts as DD1, DD2, DD3,
and DD4, respectively. We found that, persistent for-
warding loops to about 90% of shadowed prefixes
can still be observed from all four locations, which

are shown in Table 4. This suggests that persistent
forwarding loops can be observed not only from
the location of our measurement point, but also
from multiple vantage points.

If attackers exploit persistent forwarding loops
from different locations, and choose distinct IP
addresses in shadowed prefixes to overload the links
in the loops, such flooding attacks would be difficult
to detect because the traffic would be coming from
different sources and toward different destinations.
It makes this vulnerability even more critical.

4.4. Length of persistent forwarding loops

In order to understand the traffic amplification
factor in the links that appear in the persistent for-
warding loops, we must first understand their
length. When a packet enters a persistent forward-
ing loop, it may traverse the links in the loop multi-
ple times before its TTL expires. The shorter the
length of a persistent forwarding loop, the more
times a packet traverses the links in the loop. We
found that, among 302,989 persistent forwarding
loops, over 89.4% of them had a length of 2, which
could significantly amplify the traffic to the shad-
owed addresses in the links that appeared in the per-
sistent forwarding loops. About 10.4% of them had
a length from 3 to 9. The rest had a length of 10 or
longer. Several persistent forwarding loops had a
length as long as 16. The distribution of length of
persistent forwarding loops is shown in Fig. 3.

4.5. Location of persistent forwarding loops

Identifying the location of persistent forwarding
loops is helpful for us to understand where they
occur. Persistent forwarding loops may occur within
the destination domains, or across one or more
other domains. To understand where these persis-
tent forwarding loops are located and how many
domains are involved, we classify the persistent

Table 3
Persistent forwarding loops to additional sampled addresses

Category # of shadowed
prefixes

Percentage
(%)

All sampled addresses have
forwarding loops

2401 68.96

Partial sampled addresses have
forwarding loops

1083 30.65

(a) Infrastructure addresses are
sampled

791 –

(b) Unknown reason 292 –
None of sampled addresses has

forwarding loops
49 1.39

Total 3533 100

Table 4
Persistent forwarding loops from different locations

Data
set

Location # of prefixes
traced

# of prefixes
with loops

Percentage
(%)

DD1 Asia 4894 4315 88.10
DD2 Europe 4894 4262 87.02
DD3 US East

Coast
4894 4543 92.83

DD4 US West
Coast

4894 4516 92.20
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forwarding loops based on two criteria. The first is
whether the persistent forwarding loops involve
routers in destination domains. The other is whether
persistent forwarding loops involve routers across
multiple domains.

It is difficult to accurately map infrastructure IP
addresses to AS numbers [8]. The inaccuracies
may occur at AS boundaries. We use several heuris-
tic algorithms to justify our results in classifying
persistent forwarding loops.

4.5.1. Whether persistent forwarding loops involve

routers in destination domains

We consider that a persistent forwarding loop
involves router(s) in the destination domain if a rou-
ter interface address exists in the persistent forward-
ing loop and originates from the same domain as
the shadowed address. For example, suppose that
a forwarding path to the destination d is
(r1, r2, . . ., rn), which contains a persistent forward-
ing loop (ri, . . ., rj). If at least one of the router
interface addresses in (ri, . . ., rj) originates from
the same domain of d, we say that the persistent for-
warding loop involves routers in the destination
domain. Otherwise, we consider that the destination
domain is not involved in the persistent forwarding
loop.

Based on this classification, we found that about
87.44% of persistent forwarding loops involve one
or more routers in the destination domains, and
12.56% of persistent forwarding loops do not
involve any router in the destination domains.

We further investigated the persistent forwarding
loops that involve routers in the destination
domains. We found that about 3.78% of persistent

forwarding loops contain an interface address of
one router only in the destination domains, and
83.66% of persistent forwarding loops contain inter-
face addresses of two or more routers in the destina-
tion domains. As we mentioned before, inaccuracy
of mapping infrastructure IP addresses to AS num-
bers may occur at AS boundaries. It is possible to
map one non-destination domain border router into
destination domain, but if we have interface
addresses of two or more routers in the loop
mapped into the destination domains, the chance
of incorrectly mapping both routers is quite small.
Therefore, the classification error on persistent for-
warding loops that involve routers in the destination
domains should be less than 3.78%.

Among persistent forwarding loops that contain
interface addresses of two or more routers in the
destination domains, we look at a special case, inter-
face addresses of all routers in the loop (ri, . . ., rj)
originate from the same domain as the destination
d. That is, all involved routers in the loop originate
from the destination domain. Given a forwarding
path in a trace, (r1, r2, . . ., rn), if it contains a persis-
tent forwarding loop (ri, . . ., rj), we refer to the rou-
ter interface ri�1 as the preceding router interface of
the loop in this trace. To reduce the error of map-
ping IP addresses to AS numbers, we take account
of the preceding router interface of the loop in the
traces. If the preceding router interface ri�1 and all
addresses in the loop (ri, . . ., rj) originate from the
same domain as d, then we say the persistent for-
warding loops are within destination domain. Using
this heuristic, we found that about 58.21% of persis-
tent forwarding loops occurred within the destina-
tion domains.

For persistent forwarding loops that do not
involve any router in the destination domains, we
verify the domain of its preceding router interface
ri�1 in the traces. If address ri�1 originates from
the destination domain, it is possible that router ri

is located in the destination domain, but we map
it into a non-destination domain. However, if
address ri�1 is not originated from the destination
domain, the chance of address ri being in the desti-
nation domain is quite small. The classification
error of this category could happen only when the
preceding router interface of the loop is in the des-
tination domain. We found that only 1.47% of per-
sistent forwarding loops do not involve any routers
in the destination domain but the preceding router
interface of the loop in the trace is originated from
the destination domain. Therefore, the classification
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error on the persistent forwarding loops that do not
involve routers in the destination domains is at most
1.47%. The result is shown in Table 5.

4.5.2. Whether persistent forwarding loops involve

multiple domains

To understand the scope of persistent forwarding
loops, we classify the persistent forwarding loops
based on the number of involved domains. For
example, suppose that a forwarding path
(r1, r2, . . ., rn) contains a persistent forwarding loop
(ri, . . ., rj), we calculate the number of distinct
domains that routers (ri, . . ., rj) originate from. If
all addresses of (ri, . . ., rj) have the same AS num-
ber, we consider the persistent forwarding loop
involves in a single domain.

We found that about 94.27% of persistent for-
warding loops occur within a single domain, and
5.73% of persistent forwarding loops occur among
multiple domains. Similar to the previous subsec-
tion, we investigate the preceding router interface
ri�1 of the loop in the traces and estimate the classi-
fication error that might happen at AS boundaries.
If the preceding router interface ri�1 originates from
the same domain as all routers in the loop, the
chance of misclassification on mapping address ri

is quite small. We found that 67.06% of persistent
forwarding loops occur in a single domain with
the preceding router interface ri�1 in the same
domain. About 27.21% of persistent forwarding
loops occur in a single domain with the preceding
router interface ri�1 not in the same domain as the
loop.

For the persistent forwarding loops that involve
multiple domains, we found that 5.35% of them
involve only two domains. Only 0.38% involve three
or more domains. The result is shown in Table 6.

4.6. Impact on Tier-1 ASes

Although the number of persistent forwarding
loops that occur in multiple domains is quite small,
they can impact the inter-domain links among
involved domains. Most persistent forwarding loops
that occur in multiple domains contain one or more
routers in the large ISPs. If the links in persistent
forwarding loops are overloaded by flooding
attacks, it may have a serious impact on large ISPs
or links in a backbone network.

To understand the risk of persistent forwarding
loops, we investigated how many large ISPs and/
or Tier-1 ASes could be impacted. We used the heu-
ristic algorithm in [3] to identify 19 Tier-1 ASes, and
found that all these Tier-1 ASes have one or more
routers involved in persistent forwarding loops.

We also used DNS to resolve the router inter-
faces in the persistent forwarding loops to obtain
the domain name. Among 82,626 router interface
addresses, 52.4% of them were successfully resolved
by DNS, confirming that all Tier-1 ASes, such as
AS701 (UUnet Technologies, Inc), AS7018
(AT&T WorldNet Services), AS1239 (Sprint) and
AS3356 (Level 3 Communications, LLC), have rou-
ters involved in persistent forwarding loops. Most
large ISPs, including Qwest, Verio, SBC Global,
Savvis and GLBX, also have routers involved in
the loops.

Based on the domain name of resolved routers,
we found that these routers are widely distributed
in 129 countries, including the US, Japan, Brazil,

Table 5
Classifying persistent forwarding loops based on whether desti-
nation domain is involved

Category of persistent forwarding loops Percentage
(%)

1. Destination domain is involved 87.44

i. loops contains only one address in the
destination domain

3.78

ii. loops contain two or more addresses in the
destination domain

83.66

— All addresses in the loop are in the

destination domain

58.21

2. Destination domain is not involved 12.56

The preceding router interface of the loop in the
traces
i. is in the destination domain 1.47
ii. is not in the destination domain 11.09

Total 100

Table 6
Classifying persistent forwarding loops based on the number of
involved domains

Category of persistent forwarding loops Percentage
(%)

1. Only a single domain is involved 94.27

The preceding router interface of the loop in the
traces
i. is in the same domain as the loop 67.06
ii. is not in the same domain as the loop 27.21

2. Multiple domains are involved 5.73

i. Two domains are involved 5.35
ii. Three or more domains are involved 0.38

Total 100%
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Russia, Germany, Italy and Mexico. The impact of
persistent forwarding loops is not limited to one
domain, or one country or one network. It may
impact the Internet everywhere in terms of geo-
graphical location and ISPs.

4.7. Flooding attacks using persistent forwarding

loops

In this subsection, we analyze the impact on the
bandwidth consumption of the links in persistent
forwarding loops and the effort that would be
required of an attacker in order to launch such
flooding attacks.

When a packet is sent to a shadowed address,
it will fall into the persistent forwarding loop
and will be dropped only when its TTL expires.
Therefore the packet may traverse the links in
the loop multiple times before being dropped
and will consume more bandwidth. We define traf-
fic amplification factor as the average number of
times that a packet traverses a link in a persistent
forwarding loop. Typically, a malicious packet
could have a TTL value of 255 when created at
its origin. From our measurement, we find that
persistent forwarding loops occur on average 14
or 15 hops away from the source. Without losing
generality, we consider that a packet traverses
about 14 routers to fall into persistent forwarding
loops. The persistent forwarding loops typically
have a length of 2 as shown in Section 4.4. With
this statistic, the traffic amplification factor can
be estimated to be 255�14

2
¼ 120. This means that a

packet will traverse the links in forwarding loops
120 times that which is expected. Even for a long
loop with 16 hops, the traffic amplification factor
can also be 15 times. Thus persistent forwarding
loops can create much more traffic than might be
expected.

Due to the amplification of traffic by persistent
forwarding loops, attackers would require much
less effort to launch flooding attacks on imperiled
addresses. For example, in Fig. 1, if the available
bandwidth for the link Lbc is 50Mbps, and traffic
amplification factor is 25, then an attacker needs
to send traffic at the rate of 2Mbps to flood Lbc.
If an attacker has compromised 100 computers in
the Internet and launches such an attack, the
average traffic rate on each machine is only
20Kbps. Such a rate can be easily handled by
most users and would be hard to detect from the
source.

5. A possible cause of persistent forwarding loops

It is hard to identify the root causes of persistent
forwarding loops without information about config-
urations on the involved routers. We conjecture that
the most possible cause of persistent forwarding
loops is misconfiguration of the common usages
on default routes and static routes. Several examples
in [4] have shown that forwarding loops can happen
if BGP or static routes are incorrectly configured.
BGP misconfigurations are common today in the
Internet [7].

5.1. Neglecting to configure pull-up routes

To understand how misconfigurations can easily
lead to persistent forwarding loops, we show an
example in which a network administrator neglects
to configure a ‘‘pull-up route’’ at a border router
to his upstream provider. In Fig. 4, provider P owns
18.0.0.0/8 and delegates 18.1.0.0/16 to its customer
C. The provider’s border router has a static route
directing traffic for 18.1.0.0/16 to the customer’s
border router. The customer’s border router, in
turn, has routes for some subnets of 18.1.0.0/16,
such as 18.1.1.0/24 and 18.1.2.0/24, but not for oth-
ers. The customer’s border router also configures a
default route (e.g., 0.0.0.0/0) pointing to the link
back to the provider’s router, for access to the Inter-
net. That would cause a persistent forwarding loop
for all traffic destined to addresses in the range from
18.1.3.0 to 18.1.255.255.

In the above case, the forwarding loop is two
hops long and near the destination domain. How-
ever, when the customer C is multi-homed, the
same misconfiguration may also lead to a persis-
tent forwarding loop that occurs across multiple
domains. For example, the customer C has
another provider B and prefers to use its link to
provider B for outbound traffic. Therefore, the
customer C’s border router has a default route
0.0.0.0/0 to provider B. The customer C also pre-
fers to use the link from provider P for inbound
traffic. In this case, when the customer C receives
any traffic destined to addresses in the range from
18.1.3.0 to 18.1.255.255, it will forward the traffic
to its provider B. The provider B will forward
the traffic to its own provider or neighbors.
Eventually the traffic will return to the provider
P and reach the customer C again. That would
cause a persistent forwarding loop occurring across
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multiple domains which may have a loop length
much longer than 2.

To prevent this, the customer needs to configure
a ‘‘null route’’ for 18.1.0.0/16 to discard packets to
any destinations in 18.1.0.0/16 that do not have a
more specific route.

5.2. Case studies

We show several cases in this subsection that
demonstrate the persistent forwarding loops that

occur within one domain, between two domains,
and across three or more domains.

5.2.1. Persistent forwarding loops within one domain

First, we look at an example of a persistent for-
warding loop that occurs within one domain. The
example shown in Fig. 5 illustrates the persistent
forwarding loop within the destination domain.
Network addresses 69.33.0.0/16 are owned by
MegaPath Networks Inc (AS 23215), and are
announced to the Internet. However, when we tra-

Fig. 4. Example on neglecting to configure pull-up routes.

Fig. 5. Persistent forwarding loop within a single domain.
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ceroute to 69.33.53.1 from an end-user of Comcast
Network, we find there is a persistent forwarding
loop inside MegaPath Networks. Table 7 shows
the result of the traceroute. Since some addresses
in 69.33.0.0/16 are reachable in MegaPath Net-
works, and some addresses in 69.33.0.0/16 have per-
sistent forwarding loops within MegaPath
Networks, the configured router should be within
the destination domain.

5.2.2. Persistent forwarding loops between two

domains

In this subsection, we look at an example of a
persistent forwarding loop that occurs between

two domains. The example shown in Fig. 6 illus-
trates the case. The network addresses 216.228.0.0/
19 are owned by Red Shift, Inc. (AS 7735). Red
Shift announces these addresses using 32 /24 pre-
fixes. However, when we traceroute to 216.228.
25.1, there is a forwarding loop between two rou-
ters, one is 216.228.2.73 (cs0-FE-0-0.corp. redshift.
net) and the other one is 216.171.145.66 (cust-
router-redshift.transedge.com). The latter router
belongs to Red Shift’s provider, New Edge Net-
works (AS 19029). Table 8 shows the result of the
traceroute, which suggests that the forwarding loop
occurs at the border routers between Red Shift and
its provider New Edge Networks.

5.2.3. Persistent forwarding loops across three or

more domains

In this case, we look at an example of a persistent
forwarding loop that occurs across four domains.
The example is shown in Fig. 7. The network
addresses 72.9.192.0/22 is owned by ClearSky
Broadband (AS 33269). ClearSky Broadband
announces 72.9.192.0/22 to its provider Williams
Communications, Incorporated (AS 7911). How-
ever, ClearSky Broadband uses only half space,
72.9.192.0/24 and 72.9.193.0/24, in its own network,
and assigns another half space, 72.9.194.0/24 and
72.9.195.0/24, to its customer, Videsh Sanchar
Nigam Ltd (VSNL) in India (AS 4755). We find that
VSNL uses only 72.9.195.0/24 address space, and
does not use 72.9.194.0/24 address space at all. In
addition, VSNL does not drop any traffic destined

Table 7
An example of traces that contain persistent forwarding loops
within a single domain

Hop Router address Router name

. . . . . . . . .
11 12.122.10.106 tbr2-cl5.cgcil.ip.att.net
12 12.123.216.217 gar1-p390.chail.ip.att.net
13 12.119.137.50 n/a
14 64.125.30.146 so-1-0-0.cr1.ord2.us.above.net
15 64.124.229.53 ge-0-1-0.core1.chi.megapath.net
16 66.80.132.142 ve308.ge1-2-0.core1.dfw.megapath.net
17 66.80.128.106 fe-1-4.edge1.dfw.megapath.net
18 66.80.128.101 fe-1-3-0.core1.dfw.megapath.net

19 66.80.128.106 fe-1-4.edge1.dfw.megapath.net
20 66.80.128.101 fe-1-3-0.core1.dfw.megapath.net

21 66.80.128.58 fe1-1.edge1.dfw.megapath.net
22 66.80.128.101 fe-1-3-0.core1.dfw.megapath.net

23 66.80.128.102 fe-1-3.edge1.dfw.megapath.net
. . . . . . . . .

Fig. 6. Persistent forwarding loop between two domains.

J. Xia et al. / Computer Networks 51 (2007) 4780–4796 4791



Author's personal copy

for 72.9.194.0/24. VSNL has a primary provider,
Savvis (AS 3561), as the default route to access
the Internet. So all traffic to 72.9.195.0/24 will form
a persistent forwarding loop among these four ISPs.
Table 9 shows the result of the traceroute, in which
the forwarding loop involves 17 routers.

This example shows that although the misconfig-
uration occurs in a stub network, it may cause per-
sistent forwarding loops that involve routers in
multiple domains. The persistent forwarding loops
can potentially be exploited by attackers to flood
links in a backbone network in large ISPs or Tier-
1 ASes.

5.3. Identifying persistent forwarding loops caused by

neglecting to configure pull-up routes

Since neglecting to configure pull-up routes may
cause persistent forwarding loops, it is important
to understand how often such misconfigurations
occur in the Internet. To gain some insight into
this problem, we present a heuristic algorithm to
identify persistent forwarding loops that are poten-
tially caused by neglecting to configure pull-up
routes.

Before we describe our algorithm, we revisit the
example shown in Fig. 4. When the border router
of Customer C is misconfigured with missing pull-
up routes, the forwarding paths to subnets
18.1.1.0/24 and 18.1.3.0/24 in Customer C are dif-
ferent. That is, there is no persistent forwarding
loop to the network 18.1.1.0/24, while there is a per-
sistent forwarding loop to the network 18.1.3.0/24.
Since Customer C only announces its prefix
18.1.0.0/16 instead of multiple subnets to its pro-
vider P, the differences in the forwarding paths to
the two subnets in Customer C may not be visible
from global routing tables. Therefore, it is hard to
identify such misconfigurations in Customer C from
global routing tables only. In general, there are
some common properties with forwarding paths to
a network when there is a misconfiguration resulting
from neglecting to configure pull-up routes. Here we
highlight the following three properties:

1. A network announces its contiguous IP addresses
as one block to the Internet in which some

Table 8
An example of traces that contain persistent forwarding loops
between two domains

Hop Router address Router name

. . . . . . . . .
11 12.122.10.22 tbr2-cl16.n54ny.ip.att.net
12 12.123.3.109 ggr2-p3120.n54ny.ip.att.net
13 4.68.127.149 so-8-1.car3.NewYork1.Level3.net
14 4.68.97.33 ae-2-52.bbr2.NewYork1.Level3.net
15 64.159.1.130 ae-0-0.bbr2.SanJose1.Level3.net
16 4.68.123.73 ge-7-1.ipcolo1.SanJose1.Level3.net
17 63.215.192.174 unknown.Level3.net
18 216.171.128.239 border1.rap.sjc.transedge.com
19 216.171.128.82 f0-0.agg1.rap.sjc.transedge.com
20 216.171.145.66 cust-router-redshift.transedge.com

21 216.228.2.73 cs0-FE-0-0.corp.redshift.net
22 216.171.145.66 cust-router-redshift.transedge.com

23 216.228.2.73 cs0-FE-0-0.corp.redshift.net
24 216.171.145.66 cust-router-redshift.transedge.com

. . . . . . . . .

Fig. 7. Persistent forwarding loop across four domains.
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subsets of addresses experience persistent for-
warding loops while some subsets do not.

2. From a given source address, forwarding paths
to the subnets may share routers in the Internet,
but diverge inside that network.

3. There is a misconfigured router on the forward-
ing paths. Some of these forwarding paths con-
tain persistent forwarding loops, while some do
not.

Based on the above discussions, we describe our
algorithm for identifying persistent forwarding
loops caused by missing pull-up routes in Fig. 8.
For each persistent forwarding loop, first we find
the longest prefix p in BGP routing tables in a
default-free zone, where prefix p is a supernet of
the shadowed prefix of the persistent forwarding
loop. Then, we collect all traces to the addresses in
prefix p, and denote them as T(p). Third, we classify

Table 9
An example of traces that contain persistent forwarding loops among four domains

Hop Router address Router name RTT (ms)

. . . . . . . . . . . .

6 64.200.249.21 nycmny2wcx3-pos3-1.wcg.net 6.748
7 64.200.240.253 brvwil1wcx3-pos0-0-oc192.wcg.net 85.142
8 64.200.240.121 dnvrco1wcx3-pos13-0-oc192.wcg.net 219.827

9 64.200.106.37 dnvrco1wcx2-pos3-0-oc192.wcg.net 77.596
10 64.200.240.249 anhmca1wcx3-pos12-0-oc192.wcg.net 80.601
11 64.200.140.146 lsanca1wcx1-pos1-0-oc48.wcg.net 79.057
12 64.192.145.82 64-192-145-82.wcg.net 80.010
13 72.9.192.34 n/a 78.738
14 72.9.194.225 gw1.vsnl01.ind.clearskynet.net 355.391
15 203.197.173.99 colo-static.173.99.bng.vsnl.net.in 310.177
16 203.197.174.1 colo-static.174.1.bng.vsnl.net.in 350.636
17 202.54.2.69 mum-bgl-2nd-stm1.Bbone.vsnl.net.in 323.372
18 202.54.2.130 nny-mum-6th-stm1.Bbone.vsnl.net.in 314.158
19 208.192.178.117 gigabitethernet1-1.ig5.nyc4.alter.net 309.039
20 152.63.35.30 0.so-3-2-0.xl1.nyc4.alter.net 311.298
21 152.63.70.101 0.so-6-0-0.xl1.chi13.alter.net 316.545
22 152.63.69.177 pos6-0.gw1.chi13.alter.net 312.924
23 157.130.42.210 wcggigechi-gw.customer.alter.net 310.413
24 64.200.236.101 brvwil1wcx3-pos1-1-oc48.wcg.net 309.168
25 64.200.240.121 dnvrco1wcx3-pos13-0-oc192.wcg.net 336.410

26 64.200.106.37 dnvrco1wcx2-pos3-0-oc192.wcg.net 331.911
27 64.200.240.249 anhmca1wcx3-pos12-0-oc192.wcg.net 355.632
28 64.200.140.146 lsanca1wcx1-pos1-0-oc48.wcg.net 355.204
. . . . . . . . . . . .

Fig. 8. Identifying persistent forwarding loops caused by missing pull-up routes.
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these traces into two subsets T1(p) and T2(p). Subset
T1(p) contains the traces that have the persistent
forwarding loop, and subset T2(p) contains traces
that do not have any forwarding loops. Finally,
we compare the traces in the two subsets. If a trace
t1 exists in T1(p) and a trace t2 exists in T2(p), where
both t1 and t2 contain a router interface r that
appears in the persistent forwarding loop, and if
both forwarding paths from source address to rou-
ter interface r in t1 and t2 are the same, we attribute
the persistent forwarding loop to misconfiguration
neglecting pull-up routes.

In our study, we collect a prefix list P that con-
tains all prefixes appearing in global BGP routing
tables from RouteViews servers [12]. We then apply
our algorithm in Fig. 8 on trace data DA to estimate
the percentage of persistent forwarding loops
caused by neglecting to configure pull-up routes.
Our algorithm yields an estimation that there are
about 21% of persistent forwarding loops caused
by configuration errors on pull-up routes.

Note that the condition 4(c) of our algorithm in
Fig. 8 says that both forwarding paths from the
source address to the shared router interface r in
traces t1 and t2 should be exactly the same. How-
ever, due to the practice on ICMP rate limiting or
filtering in routers, the traces could be slightly differ-
ent in terms of observed router interfaces although
they actually represent two identical forwarding
paths in terms of traversed routers. For example,
in Table 10, there are two traces t1 and t2 destined
to 208.53.185.80 and 208.53.191.239, respectively.
The trace to 208.53.185.80 contains a persistent for-
warding loop, but the trace to 208.53.191.239 does
not. Comparing these two forwarding paths, we
believe that from hop 1 to hop 15, the forwarding
path should be the same. However, in the real
traces, the sequences of router interfaces are differ-
ent because there are timeouts at hop 4 and hop 8
during traceroute. This might be caused by ICMP
rate limiting or filtering, or even packet loss. In
some other cases, two forwarding paths are almost
the same except for one or two router interfaces.
For example, the router interfaces at hop 16 in
Table 10 are different in traces t1 and t2. This might
be caused by load balancing in the Internet. These
similar but non-identical forwarding paths are not
treated as the ‘‘same path’’ in our algorithm.

Given the above limitations in our algorithm, we
may fail to identify some persistent forwarding
loops caused by misconfigurations on pull-up routes
due to mismatches in router interfaces. Therefore,

considering the practice of ICMP rate limiting and
filtering, we relax the rules in our algorithm with
the following two methods.

1. Method A: In this method, we relax the condition
4(c) of our algorithm in Fig. 8 by considering
ICMP filtering, rate limiting and load balancing.
The relaxation rules are shown in Fig. 9. The
basic idea is to allow isolated mismatches in a
series of router interfaces when comparing two
traces. As shown in Fig. 9, for a mismatched rou-
ter interface in traces t1 and t2, if the routers r1
and r3 that are right before and right after the
mismatches are exactly the same in the two
traces, we consider it a match. With this relaxa-
tion, about 39% persistent forwarding loops are
identified as being caused by configuration errors
on pull-up routes.

2. Method B: In this method, we apply further relax-
ations by ignoring the condition 4(c) of our algo-
rithm in Fig. 8. That is, we check whether two
traces t1 and t2 shared a router interface r,
but do not require the two forwarding paths
from the source address to r in traces t1 and t2 to
be exactly the same. With this relaxation, we iden-
tified about 50% persistent forwarding loops as
caused by configuration errors on pull-up routes.

Table 10
Similar forwarding paths in two traces

Hop Trace t1 to 208.53.185.80
(contains a persistent
forwarding loop)

Trace t2 to 208.53.191.239
(does not contain any
forwarding loop)

1 10.221.248.1 10.221.248.1
2 68.87.159.17 68.87.159.17
3 68.87.37.66 68.87.37.66
4 68.87.144.221 *
5 68.87.144.217 68.87.144.217
6 68.87.144.77 68.87.144.77
7 68.87.144.197 68.87.144.197
8 * 68.87.145.9

9 12.118.88.9 12.118.88.9
10 12.122.81.14 12.122.81.14
11 12.122.10.106 12.122.10.106
12 12.123.6.69 12.123.6.69
13 154.54.11.205 154.54.11.205
14 154.54.2.237 154.54.2.237
15 66.28.6.142 66.28.6.142
16 38.112.4.98 38.112.0.234

17 66.90.127.254 66.90.127.254

18 66.90.127.253 208.53.191.239
19 66.90.127.254

20 66.90.127.253

21 66.90.127.254

. . . . . . . . .
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Given the above relaxations in our algorithm, we
may have over-estimated the percentage of loops
caused by misconfigurations on pull-up routes com-
pared with the original algorithm in Fig. 8, while
our results still emphasize that it is quite common
for network operators to neglect the configuration
of pull-up routes.

There are some other limitations in our algorithm
that may cause biases in our results. First, although
misconfiguration on pull-up routes should exhibit
the three properties in forwarding paths as we men-
tioned before, it does not imply that any forwarding
behavior with such properties should be a result of
missing pull-up routes. That is, the properties that
our algorithms explored are the necessary condi-
tions for misconfiguration on pull-up routes, but
not sufficient conditions. Second, in our algorithm
we compare the traces in two subsets in which the
destination addresses are originated from the same
prefix in BGP routing tables. However, when a net-
work owns non-contiguous IP addresses and
announces multiple prefixes to the Internet, the mis-
configurations on pull-up routes with multiple pre-
fixes cannot be detected by our algorithm. Finally,
our algorithm does not resolve the alias of router
interfaces. Even if a forwarding path does not con-
tain any router interface appearing in the persistent
forwarding loop, there is still a chance that one of
them is indeed involved in the persistent forwarding
loop due to router interface alias.

6. Conclusion and future work

In this paper we investigate vulnerability on
flooding attacks by exploiting persistent forwarding
loops. We emphasize that such vulnerability can be
exploited from various locations, and can severely
affect Internet connectivity to a significant number
of network addresses. We further investigate the
possible cause of persistent forwarding loops, and
find that neglecting to configure pull-up routes is
the common misconfiguration that causes them.

We show that even if the misconfiguration occurs
in a stub network, it may cause persistent forward-
ing loops involving routers in large ISPs or Tier-1
ASes and can potentially be exploited by attackers
to flood links in a backbone network. These findings
suggest that this vulnerability could be a critical
threat to Internet security.

Although we have described the scope and possi-
ble cause of persistent forwarding loops, there are
still several issues for future study along this line.
Further measurement from different times over a
longer period and different locations would be help-
ful to understand the properties of persistent for-
warding loops. Also, we only identify 50% of
persistent forwarding loops as caused by pull-up
routes. We have not found any good explanations
for the remaining 50%. We plan to investigate other
possible causes that could lead to persistent for-
warding loops in the future. Lastly we need to inves-
tigate ways to eliminate these persistent forwarding
loops and minimize their impact on the Internet.
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