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Abstract—The convergence time of the interdomain routing
protocol, BGP, can last as long as 30 minutes. Yet, routing behavior
during BGP route convergence is poorly understood. During route
convergence, an end-to-end Internet path can experience a tran-
sient loss of reachability. We refer to this loss of reachability as
transient routing failure. Transient routing failures can lead to
packet losses, and prolonged packet loss bursts can make the
performance of applications such as Voice-over-IP and interactive
games unacceptable. In this paper, we study how routing failures
can occur in the Internet. With the aid of a formal model that
captures transient failures of the interdomain routing protocol,
we derive the sufficient conditions that transient routing failures
could occur. We further study transient routing failures in typical
BGP systems where commonly used routing policies are applied.
Network administrators can apply our analysis to improve their
network performance and stability.

Index Terms—BGP, border gateway protocol, interdomain
routing, transient routing failure.

I. INTRODUCTION

OUTING protocols as the “control plane” of the Internet

play a crucial role in the end-to-end performance of the
Internet. Previous studies have shown that degraded end-to-end
path performance is correlated with routing dynamics [1]-[6].
Internet routing protocols include interdomain routing proto-
cols and intradomain routing protocols. Routing information
between Autonomous Systems (ASes) is exchanged with the
interdomain routing protocol, Border Gateway Protocol (BGP),
while the routing information within an AS is maintained
with the intradomain routing protocols such as IS-IS or OSPF.
Studies have shown that intradomain routing can be fine-tuned
to achieve convergence time of a few hundred milliseconds
[7], [8]. In contrast, BGP convergence can last as long as 30
minutes [1], [9]. Furthermore, BGP routing events can occur
very often [4], [10]-[12]. Yet, routing behavior during BGP
route convergence is poorly understood. Very little is known
about how routing dynamics cause the degraded end-to-end
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performance, and the impact of topological properties, routing
policies, and routing configurations on routing behavior.

Measurements have shown that a significant number of tran-
sient forwarding loops occur during route convergence [13],
[14]. When a routing loop occurs, packets can be caught in the
loop, causing packet loss or packet delay. In addition to transient
routing loops, BGP can experience transient loss of reachability
during route convergence [15], [16]. BGP is a path vector pro-
tocol where every router announces its best path to its neighbors
only. This limited route visibility makes it possible for a router
to experience transient loss of reachability during the path ex-
ploration of the route convergence process. We refer to this tran-
sient loss of reachability during route convergence as transient
routing failures.

Transient routing failures can lead to packet losses. Further-
more, prolonged packet loss bursts can make deploying appli-
cations such as voice over IP and interactive games infeasible.
Therefore, it is important to understand when these transient
routing failures can occur and how long these failures can last.
However, analyzing and measuring transient routing failures
can be challenging. Existing abstract models for BGP focus on
route convergence properties or traffic engineering within an AS
[17]-[19]. The BGP system is a distributed system. The occur-
rence and duration of transient failures depend on the order in
which routing updates are propagated, which in turn depends on
the timing of various events in the network (e.g., link failures,
or network configuration changes). Further, the advertising of
routes in routing updates for one prefix is correlated with routing
updates for other prefixes since route update rate limiting timers
are typically set for each BGP peering session instead of for each
prefix.

In this paper, we study transient routing failures during
routing change events, such as failover and recovery routing
changes. Our findings can help network operators identify net-
work configurations that might lead to transient routing failures
and suggest possible configuration changes and alternative
mitigation techniques. Our major contributions are summarized
as follows.

* In contrast to existing BGP models [17], [18], [20]-[23],
we present an abstract model to capture transient failures
of BGP, which allows us to scrutinize the detailed interac-
tions between BGP routers and thus be able to identify the
conditions that a transient routing failure could occur.

* Based upon the model, we identify the sufficient conditions
for the occurrence of transient routing failures.

* We further apply our generalized theorems to specify the
sufficient conditions for a typical BGP system, where
routing policies conforming to commercial agreements
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between ASes and the hierarchical iBGP configurations
are deployed.

The rest of this paper is organized as follows. Sections II and
IIT describe our models for investigating transient routing be-
havior of a BGP system. Sections IV and V present the sufficient
conditions for transient failures at control plane and data plane,
respectively. We apply our general theories to study the tran-
sient failures in a typical BGP system in Section VI. The related
work is reviewed in Section VII. Finally, the paper is concluded
in Section VIIIL.

II. MODELING BGP TRANSIENT STATES

In this section, we model transient states of a BGP system
during a transition triggered by an event. A BGP system can
go through a series of state transitions after the occurrence of
a routing event. These events include link failures, BGP ses-
sion resets, link additions, topological changes, or routing policy
changes.

The primary aim of our model is to understand transient
routing behavior and formally define transient routing failures.
One of the key challenges in modeling the transient behavior
is to capture the order in which routing updates are exchanged.
Many factors, such as the timing of various events in the
network and MRALI timer, can impact the sequences of routing
updates. Our model is able to characterize all possible orders
that routing updates are advertised along BGP peering sessions.
This model greatly simplifies our understanding of transient
routing behavior, and describes the system behavior transi-
tions over time. Our model extends other existing frameworks
[24]-[26] that capture the long-term stability of BGP.

A. State Transition Graph

In this paper, a BGP system is modeled as a graph G =
(V, E), where V is the set of BGP routers and E is the set of
peering sessions between routers. Note that routers in the model
can have both iBGP and eBGP sessions. Therefore, each BGP
router belongs to one AS and an AS can have one or more BGP
speakers. In the system, we choose node 0 that originate a des-
tination d. Without loss of generality, we focus on the routing to
this destination during routing events.! Every node has a routing
table that stores routes to the destination. The routes in a routing
table are sorted in the descending order of preference for this
node.

In order to capture the transient behavior of a BGP system
after the occurrence of an event, we introduce a state transition
graph that enumerates all possible transient states of the BGP
system and the transitions between these transient states. A state
transition graph is a directed graph (S,T'), where S is a set
of states, and T is a set of transitions. A state is comprised of
routes stored at every BGP speaker. It is presented as a vector
S = (s1,82,...,8,), Where s; denotes the set of routes stored
atrouter z,2 = 1,...,7m.

For each state, we have a set of routing updates, U, which are
going to be triggered and sent along a set of edges in a future

I'The presence of a super-net route might help maintain the reachability when
a failover event strikes the route to a destination. However, we consider one des-
tination at a time in this paper for the simplicity of exposition. We can generalize
our model to multiple destinations.

Fig. 1. A BGP system with a link failure. A box lists the paths that are allowed
by the adjacent node to export to its neighbors. The paths are ordered in the
descending order of preference. Note that the paths in a box represent a node’s
all possible routes to the destination, and might not be available at the same time.
The link with a cross represents a failed link.

time. A subset 7' C U can be triggered at any time. We call
T = (t1,ta,...,tx), a trigger set, where t; indicates a routing
update that will be sent along an edge. Since a routing update
is always sent along an edge, we also use this directed edge to
represent the routing update being sent along the direction of
the edge.

In a state transition graph, an edge between states .S and S’
represents the transition from state S to S’ given a trigger set T'
in state S. A trigger set is activated by the path-selection process
at each router. The process proceeds at every individual router
independently and triggers the advertisements and withdrawals
of routes. Formally, we model the BGP route decision process as
follows. Once a routing update is received, it will trigger the cor-
responding BGP routers (or nodes) 1) to apply the import policy
to receive routes; 2) to run the BGP path-selection process; and
3) to apply export policy for generating routing updates to the
speaker’s neighbors.

Note that the exact timing that a BGP speaker sends an update
along an edge to its neighbor is determined by the Minimum
Route Advertisement Interval (MRAI) Timer together with other
factors, such as CPU load, number of BGP peers, etc. [27].

Given a state S = (s1, $2,...,8,) and a trigger set T' C U,
the next state S” = (s, $5, . . ., s,,) and the next routing updates
that will be triggered, U’, can be derived as follows:

S" = DecisionProcess(S, T)
U = (U-T)| JNewT

where DecisionProcess(S,T) derives the new state for each
router by running the import policy and best path selection
process if the router receives a routing update. Otherwise,
routers remain in the same state. New is a set of routing
updates that are triggered by the decision process. In other
words, NewT' contains routing updates generated by routers
whose state has changed and such changes are allowed to be
exported to neighbors according to the export policies. The
union operation is performed on (U — T') and NewT so that
the old updates in (U — T') are replaced by the new ones if the
relevant edges have updates to be triggered in both (U — T)
and NewT'.

For example, Fig. 1 shows a BGP system and Fig. 2 shows
the state transition graph for the BGP system shown in Fig. 1
with the link (2 0) failure event. In Fig. 1, we show both ex-
port and import routing policies in the BGP system, in which
the paths that are allowed to be exported are shown in the boxes
around the relevant nodes, and local preference ranking is indi-
cated with the order of the paths. Note that this example only
considers eBGP sessions to make its corresponding state graph
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Fig. 2. The state transition graph for the BGP system described in Fig. 1. Letter “A” represents a BGP announcement, and “W” represents a withdrawal.

simple enough. All the concepts introduced so far can be applied
to routers with iBGP sessions.

A transition path in the state transition graph is composed
of a sequence of states from the initial state to the final state.
A transition path is associated with a trigger sequence, which
consists of the trigger sets that lead the state transition along the
path.

For example, in Fig. 2, the transition path (S(.S1555657) is
triggered by the trigger sequence (ToT>ToT1g), where Ty =
(0 — 2) contains the withdrawal message from node 0 to node 2
and so on.

B. Transient Failure Routing States

A state S in a state transition graph is a transient state if the
next state S’ # S where S’ = DecisionProcess(S,T) and
T C U. A state S in a state transition graph is a stable state if
the next state S’ = S for any T' C U. Griffin et al. have shown
in [18] that in a stable state, the best paths to the destination
formed from all BGP speakers is a directed tree where the di-
rection of each edge is the same as the direction that packets tra-
verse to reach the destination. We refer to this direct tree as best
path tree of the stable state. In this paper, we focus on the tran-
sient behavior of a BGP system that can always reach a stable
state after a given event. Here, we assume that the BGP system
has a single stable state because we focus on studying transient
routing behavior, not permanent routing instability, which have
been focused by many other works [18], [20], [21], [25], [26].
The stable state is referred to as the final state. We also assume
that the BGP system is in a stable state before the event. The
state is called the initial state.

Definition 1: A state is called a control plane failure state for
a router if the router has no route entry in this state.

If a router does not have a route entry to a destination, the
router will drop all packets destined to the destination. Whether
a router goes through a control plane failure state depends on
the transition path from the initial state to the final state it tra-
verses. For example, in Fig. 2, router 3 does not go through any

control plane failure state for the transition path triggered by
the trigger sequence (TyT1T4Ts), while it does for the trigger
sequence (ToT3T7T9T10). On the contrary, router 2 will defi-
nitely go through a control plane failure state no matter what
the trigger sequence is.

Definition 2: A router will experience a potential control
plane failure if there is a transition path that contains a control
plane failure state for this router.

Definition 3: A router will experience a definite control plane
failure if every transition path contains a control plane failure
state for this router.

A forwarding path is the path that packets actually traverse
from a router to a destination. The forwarding path of a router
in a state can be constructed by starting from this router and
iteratively appending the next hop router of every router along
the path. If a router has no forwarding path that reaches the
destination or the path contains a loop, the router has a null
forwarding path. A null forwarding path implies that the packets
forwarded by the router might be dropped somewhere along the
path due to control plane routing failures or loops.

Definition 4: A state is called a data plane failure state for a
router if the router has a null forwarding path in this state.

Definition 5: A router will experience a potential data plane
failure if there is a transition path that contains a data plane
failure state for this router.

Definition 6: A router will experience a definite data plane
failure if every transition path contains a data plane failure state
for this router.

It is clear that if a router goes through a control plane failure
state, it is sufficient, but not necessary, for the router to experi-
ence a data plane failure state. For example, in Fig. 2, in state .Sy
and S, router 3 has no forwarding path to the destination, while
its routing table does contain a route to the destination.

Note that in most cases routing failures would lead to packet
losses. However, there are some subtle situations where routing
failures might not cause packet losses. Control plane failures
would not result in packet losses unless the routers forward

Authorized licensed use limited to: University of Massachusetts Amherst. Downloaded on July 17,2010 at 04:05:33 UTC from IEEE Xplore. Restrictions apply.



WANG et al.: ON UNDERSTANDING TRANSIENT INTERDOMAIN ROUTING FAILURES 743

packets based on the IP forwarding table only. If the routers
employ other routing mechanisms to forward packets (e.g., in
a MPLS network, routers forward packets based on the MPLS
labels), the absence of routes would not necessarily mean packet
losses. Meanwhile, data plane failures might not necessarily
imply packet losses either. When a router experiences data plane
failures, it just implies that control plane routing failures or
loops present somewhere in its forwarding path. It is possible
that the failures or loops are resolved before the packets ar-
rive at the place. Packet losses would happen only if packets
take no time to traverse the forwarding path. However, given
the state-of-the-art data transmission technologies, IP packets
usually take negligible time to traverse the network. Thus, the
occurrence of a data plane failure would most likely indicate
that the forwarded packets would be dropped somewhere in its
forwarding path.

C. Routing Events

A BGP system can go through a series of state transition after
the occurrence of a routing event. These events include link fail-
ures, BGP session resets, link additions, topological changes,
or routing policy changes. To systematically analyze transient
routing behavior, we focus on the routing events in which the
destination is always physically connected with the network. In
particular, we consider the following two routing events:

* Failover Event: The current route to the destination be-
comes unavailable and is replaced by a less preferred alter-
native route with different next-hop or AS path to the des-
tination. This event may be caused by link failure, router
failure, and routing policy change.

* Recovery Event: The current route is replaced by a more
preferred route while it is still available. This event may be
resulted from link repair, the addition of new routes due to
policy or network failures.

We focus on transient states during the failover events and

recovery events in the remaining sections.

III. PATH AVAILABILITY GRAPH

Even though our state transition graph model can precisely
capture the transient routing failure states, it is challenging to
derive any general conclusion based on this model. Due to its
lack of scalability, a state transition graph for any network in
a practical size could have an astronomical number of states,
which makes it impractical to scrutinize all possible states in the
graph to find the transient routing failure states. It turns out that
the state transition graph can be much more complex than the
original BGP system. As we described before, the state transi-
tion graph is introduced only to formally define transient routing
states. Instead of designing an efficient algorithm for computing
the state transition graph, we introduce the concept of path avail-
ability graph. Since whether a route will experience routing fail-
ures depends on the availability of routes, we use the path avail-
ability graph to determine whether a router might experience
transient failures. The path availability graph helps us to sim-
plify the study of the conditions that a router will experience
routing failures.

Formally, we construct a directed graph G = (V| E), called
the Path Availability (PA) Graph, to model a BGP system in

Q—|>

\

q

©

Fig. 3. Anexample of PA graph. The arrowed solid lines represent a link in the
best path tree while the dashed lines represent the bridges.

either a final state or an initial state. The node set V' consists of
all BGP routers. The edge set F encodes the path availability
information between neighboring routers in the relevant state.
For clarify, we use Gy and G’ to denote the PA graph in the
initial state and the final state. Without explicit mentioning, a
PA graph refers to either G or G.

For a destination d, a PA graph has two components: (1) a
sink tree to the destination, and (2) bridges between branches of
the sink tree. A link (u, v) in the sink tree has the direction from
node u to node v if the link is in the best path tree and u uses
the path from v. Thus, the paths from the nodes in the sink tree
to the destination are the best paths to the destination.

The sink tree is used to evaluate the reachability to the desti-
nation, while bridges represent alternative paths to the destina-
tion. For two nodes u and v, if the best path of v is announced
to w and installed at w as backup, we call the link between
and v a bridge and the direction of the bridge is from w to v. In
a PA graph, a bridge is represented by a directed dashed line.
Note that a bridge can be bi-directional if both sides announced
their best path to each other as a backup path. On the contrary,
a solid edge cannot be bi-directional. Since each node has one
and only one best path, it should have one and only one outgoing
solid edge.

Fig. 3 shows the corresponding PA graph of the routing
system in Fig. 1. There is a bridge between node 1 and node O.
That means, node 1 does not use the direct path to reach node
0. Note that the bridge has a unidirectional from 1 to O because
node 1 has the direct path from node 0, and 0 cannot install 1’s
best path due to routing loops.

In a PA graph, a directed line from a node u to a node v,
either solid or dashed, indicates the availability of u’s pathin v’s
routing table. A (directed) path v,.,v,_1,...,v1,vq is defined
as a sequence of edges, where v;v;_1 is either a solid line on
the sink tree or a dashed bridge in the direction from v; to v;_1.
In particular, we define a directed path to the destination that
contains one or more bridges as an alternative path.

In a PA graph, a node ¢ is a successor (predecessor) of node
7 if there exists an edge from node j to node % (from ¢ to 7) in
the best path tree. Each node in a PA graph can have several
predecessors but only one successor.

Similarly, a node ¢ is an alternative successor (alternative
predecessor) of node j if there exists a bridge from node j to
node ¢ (from ¢ to j).

In a failover event, the link failure partitions the nodes in the
initial state G into two clusters: a disconnected cluster and a
connected cluster. After the partition, all nodes that cannot reach
the destination through their paths in the sink tree in the initial
state compose a disconnected cluster. On the contrary, all nodes
in a connected cluster can reach the destination through their
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Fig. 4. Example of PA graph in a failover event.

paths in the sink tree in the initial state. At the same time, a
bridge can be an internal bridge if it is within the disconnected
cluster, or an external bridge if the bridge is a link between the
disconnected cluster and the connected cluster. Since we are
considering the failover events, in which the destination is al-
ways reachable during the events, there must be at least one ex-
ternal bridge in the graph. After the failure, nodes in the dis-
connected cluster will switch to the external bridge to reroute.
Obviously, the destination belongs to the connected cluster. The
two adjacent nodes of the failed link belong to the disconnected
and connected cluster respectively. In particular, the adjacent
node of the failed link in the disconnected cluster is called the
disconnected cluster root, denoted by ~.

Similarly, in a recovery event, the nodes in GGy whose best
paths change after the event compose a recovery cluster and
those unaffected nodes compose the connected cluster. The ad-
jacent node of the recovered link in the recovery cluster is named
for the recovery cluster root.

In G for a failover event, according to the types of bridges
contained in an alternative path, we classify the alternative path
into two classes:

 [Internal alternative path: a path that contains no external

bridge but may contain internal bridges.

» External alternative path: a path that contains one external

bridge and may or may not contain internal bridges.

In G, for a failover event, the distance of a node in a discon-
nected cluster from the disconnected cluster root is defined as
the number of hops, which refers to the number of routers away
from the cluster root along either the best path or an internal
alternative path. Note that an internal alternative path within a
disconnected cluster must traverse the disconnected cluster root.
The reason is that an internal alternative path must contain a
link, which connects a node in the disconnected cluster with the
destination in the connected cluster. The link cannot be an ex-
ternal bridge. Otherwise, the path is an external alternative path.
Thus, this link must traverse the disconnected cluster root, or the
failed link.

Fig. 4 demonstrates an example of PA graph G during a
failover event, in which, after link between 1 and O fails, routers
1,4, 5 and 7 fall into the disconnected cluster and the rest of the
routers are in the connected cluster. Router 1 is the disconnected
cluster root. Router 5 and 7 have external alternative paths while
router 1 and 4 not.

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 17, NO. 3, JUNE 2009

In the following sections, we use the PA graphs as a lan-
guage to specify the sufficient conditions that a router would
experience control plane and data plane failures and estimate the
upper bounds of the failure durations. Note that the PA graphs
are introduced to convey ideas in the general BGP systems only.
Later, we will show that the notions of AS relationships suffice
to describe the sufficient conditions in the typical BGP systems.

IV. SUFFICIENT CONDITIONS FOR TRANSIENT
CONTROL PLANE FAILURES

During a failover event, in which the routers lose their pre-
ferred paths to the destination, those routers might temporarily
lose all their paths and experience control plane failures. In ad-
dition, even during a recovery event, in which the routers gain
their preferred paths, control plane failures can still occur. In
this section, we specify the sufficient conditions of control plane
failures for both failover and recovery events.

A. Transient Failures During Failover Events

As shown in Fig. 4, nodes in the connected cluster will not
lose their best paths after the link between 1 and O fails. How-
ever, because nodes 5 and 7 always have paths from the neigh-
boring nodes in the connected cluster, they will not experience
transient failures after the failure. Inspired by this example, we
specify the following sufficient conditions for potential control
plane failures.

Theorem 1 (Conditions for Potential Control Plane Failures):
A node » in a BGP system will experience a potential control
plane failure when a link / in the corresponding sink tree fails, if

i) w is in the disconnected cluster; and

ii) u has no external alternative path to the destination.

Proof: Suppose that node u’s longest distance in the dis-

connected cluster is V. We will show with induction on NV that
we can construct the trigger sequence that leads this node to
withdraw all its available paths including the best path and the
internal alternative paths. Namely, the node has a chance to ex-
perience control plane failures.

Base case: according to condition (ii), the disconnected
cluster root has no external alternative path. Besides, it has no
internal alternative path either. Because an internal alternative
path must traverse the failed link [, the root cannot have such an
internal alternative path besides its best path. Thus, the root’s
best path through the failed link [ is the only available path
in the routing table. With a trigger sequence that contains the
withdrawal on the failed link [ sent to the disconnected cluster
root, the root node will withdraw its best path and experience a
control plane failure.

Induction step: Assume that any node u with longest distance
< N — 1 from the disconnected cluster root will experience
control plane failures with a trigger sequence 7, if it satisfies
condition (i) and (ii). For a node, say v, with a longest distance
of N from the disconnected cluster root, all its successor and
alternative successors (neighbors who provide v’s best path or
internal alternative paths) are denoted as u1, . . . , u;. The longest
distance from these neighbors to the disconnected cluster root is
no more than N — 1. Therefore, there must exist a state in which
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Disconnected
cluster

| Connected
cluster

Fig. 5. Node u has an internal alternative path to the destination and it may or
may not experience control plane failures during routing convergence.

u1,...,u; experience control plane failures. So with a trigger
set Tpuy,...u}—v = (w1 = v,...,u; — v) consisting of with-
drawal messages from w1, ..., u; to v, this state will transit to
the next state in which v withdraws all its available paths and
experiences a control plane failure. [ |

Unlike potential control plane failures, for which we need to
show the existence of such trigger sequence that leads to con-
trol plane failures only, determining the sufficient condition for
a definite control plane failure is challenging. The trigger se-
quence depends on the topology of a PA graph, routing policies,
etc. So it is complicated to enumerate all possible sequences.
For example, as shown in Fig. 5, it is not straightforward to de-
termine if node u experiences a definite control plane failure or
not. If node v receives the withdrawal message from node y be-
fore node « does, node u will lose all alternative paths. On the
contrary, if node u receives the withdrawal message from node
y before node v does, it will first use the alternative path from
node v as a new backup path even though the path is invalid.
After then, it can advertise the new path to its predecessor w.
Suppose that at node w, the new path is longer than that via
node x. As a result, node w will switch to use the shorter one
so that node w becomes node u’s successor. Finally, node u re-
ceives the alternative path from w. After that time, node v will
not experience a transient routing failure.

The above example shows that a BGP system containing in-
ternal bridges in its disconnected cluster can complicate the gen-
eration of trigger sequences. There is a race between the an-
nouncements of alternative paths and the withdrawal messages.
When the announcements arrive at a node first, the node will
not experience a routing failure. Otherwise, the node will ex-
perience a transient failure. Therefore, if a node has neither ex-
ternal nor internal alternative paths, it will definitely experience
control plane failures.

Motivated by the above observation, we have the following
sufficient condition for definite control plane failures. ]

Theorem 2 (Conditions for Definite Control Plane Failure):
A node u in a BGP system experiences a definite control plane
failure when a link [ in the corresponding sink tree fails, if

i) wu is in the disconnected cluster; and
ii) w has no external alternative path to the destination; and
iii) there is no internal bridge in the disconnected cluster; and

iv) the removal of w and [ disconnects the disconnected

cluster root from the destination.

Proof: Suppose that u’s longest distance to the discon-
nected cluster root is N. We will prove the theorem by the in-
duction on N.

Base case: the disconnected cluster root has N = 0. Ac-
cording to condition (ii), the root node has no external alterna-
tive path. In addition, the root node has no internal alternative
path. Therefore, the best path through the failed link [ is the root
node’s only available path in the routing table. After the link
failure, the root node will definitely withdraw its best path and
experience a control plane failure.

Induction step: suppose that every node with a longest dis-
tance N — 1 experiences a definite control plane failure if they
satisfy conditions (i)—(iv). For a node, say u, which has N dis-
tance to the disconnected cluster root, does not have an external
alternative path according to condition (ii). At the same time,
condition (iii) implies that node u has a successor, say v, but
has no alternative successor. Thus, u’s best path through its suc-
cessor v is the only available path. According to the induction
assumption, v, which has a longest distance N —1 from the root,
will experience definite control plane failure. After the failure,
v will sent a withdrawal message to u. We need to show that «
must receive this message. Due to condition (iii), ’s predeces-
sors will not change their path until w changes its path since their
paths are learned from w. So, the withdrawal message from v is
the first message that u will receive after the link failure. Fur-
ther, due to condition (iv), v’s alternative paths traverse u. Thus,
u must change its path before v gets its alternative path. If
would not receive this withdrawal message from, would never
change its path and v would never receive the alternative paths
either. Therefore, after v experiences transient failure, v must
receive the withdrawal message from v and experience transient
failure. ]

B. Transient Failures During Recovery Events

Previous work has shown that end-to-end paths can experi-
ence packet losses and packet delay during a recovery event [1],
[16]. In this section, we first use examples to demonstrate how
transient failures can occur during recovery events. Then, we
analyze the sufficient conditions for a node to experience tran-
sient failures during recovery events. To simplify our analysis,
we emulate a recovery event as a link repair.

We first illustrate the occurrence of a control plane failure
during recovery events. In Fig. 6, node 1 uses the direct path to
the destination (1 0) as its best route, and nodes 2 and 3 use the
paths (2 1 0) and (3 1 0) from node 1 as their best path, respec-
tively. Once the link between node 3 and node O is recovered,
node 3 uses the direct path (3 0) as its best path, and propa-
gates it to node 1 and node 2. Suppose that node 1 will use the
new path, and node 1 cannot propagate this new path to node 2
according to its routing policy. In this case, node 1 sends a with-
drawal message to node 2 to withdraw its previously announced
route. If the withdrawal message arrives at node 2 earlier than
the new path sent by node 3, node 2 will lose its current route to
the destination, as shown in Fig. 6.

Authorized licensed use limited to: University of Massachusetts Amherst. Downloaded on July 17,2010 at 04:05:33 UTC from IEEE Xplore. Restrictions apply.



746

®
7

N\
\
Peer-to-peer

—
Provider-to-
customer @
(@ (b)

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 17, NO. 3, JUNE 2009

Fig. 6. A control plane failure experienced by node 2 during the link between 0 and 3 is recovered. (a) Topology. (b) PA graph before a recovery event. (c) PA

graph after route converges.

Similarly, we use PA graphs to understand control plane fail-
ures during a recovery event. As shown in Fig. 6, the adding of
link between nodes 3 and O can lead to the removal of the bridge
from node 1 to node 2 in the PA graph, and cause a control plane
failure at node 2. In the initial state, node 1 is node 2’s successor
while in the final state, it is neither node 2’s successor nor al-
ternative successor. Further, in the final state, node 1’s best path
is learned from node 3 rather than node 2, which ensures that
node 1 can get its best path in the final state and then withdraw
its path from node 2 before node 2 gets its alternative paths. As
a result, a control plane failure can occur at node 2. With this
observation, we derive the following lemma to identify control
plane failure occurring at nodes like node 2.

Lemma 1: A node u will experience a potential control plane
failure upon the recovery of a link [, if

i) w is in the recovery cluster but not the recovery cluster
root; and

ii) u’s successor and alternative successors in Gg are no

longer u’s successor or alternative successor in G’, and
their best paths in G’ do not contain .

Proof: The conditions show that 1) in G, u loses its best
path and all alternative paths in Gg, and 2) in G’, u uses a new
path from a node other than its successor and alternative suc-
cessors in Gg. Suppose u’s successor and alternative successors
are v1,...,v, in Gg, and x1,...,2,, in G'. With a trigger set
To,,..vn—u = (V1 — u,...,v, — u) which consists of with-
drawal messages from vy, . . ., v, to u before u receives the new
paths from z1,. .., z,,,u will lose all its routes and experience
a control plane failure. We construct the trigger sequence in the
following way. Since u is not in the best path trees of either v,
or xj, with an induction procedure similar to that in the Proof of
Theorem 1, we can construct trigger sequences such that each of
v; and x; has its best path in the G’ installed in its routing table
while no trigger set is issued to u. Thus, u’s path is unaffected
by all these trigger sequences. Then, with an additional trigger
T,,,..vn—u,n Whichvy, ..., v, withdrawal their paths from v
while 1, ...,z hold their route announcements, u will lose
all its existing routes and experience a control plane failure. H

Further, the nodes whose best paths are via the nodes that
satisfy Lemma 1 can experience potential control plane failures
as well. For example, in Fig. 6, suppose that there is a node,
say node 4, which is a stub node connected to node 2 only (does
not show in the figure). After node 2 experiences a control plane
failure, the withdrawal message from node 2 to node 4 will cause
node 4 to withdraw its only path through node 2 and experience
a control plane failure. Motivated by the example, we use the
following procedures to identify such stub nodes.

In a recovery event, the nodes identified with Lemma 1 are
named as recovery-induced failure nodes. Similar to the dis-
connected cluster root in a failover event, based on a PA graph,
those nodes, whose best path trees in the initial state traverse
the recovery-induced failure nodes, compose the recovery-in-
duced disconnected cluster. Similarly, bridges connecting
nodes within the same recovery-induced disconnected cluster
are recovery-induced internal bridges while those connecting
one node in a recovery-induced disconnected cluster and an-
other node outside of the cluster are recovery-induced external
bridges. The alternative paths containing internal bridges only
are called recovery-induced internal alternative paths while the
recovery-induced external alternative paths contain external
alternative bridges. With these terms and according to the same
idea of Theorem 1, we have the following lemma to further
identify nodes that might experience potential control plain
failures during a recovery event. The lemma can be proved in
the similar way that we prove Theorem 1, i.e., we can construct
such a trigger sequence that leads the relevant nodes to expe-
rience control plane failures. Note that there can be multiple
recovery-induced failure nodes in a recovery event while there
is only one disconnected cluster root in a failover event.

Lemma 2: Node u will experience a potential control plane
failure in a BGP system when a link [ is recovered, if « is in the
recovery-induced disconnected cluster, and « has no recovery-
induced external alternative path to the destination.

Combining Lemma 1 and 2, we get the following sufficient
conditions for potential control plane failures in the recovery
events.

Theorem 3 (Conditions for Potential Control Plane Failures):
Node u will experience a potential control plane failure in a BGP
system when a link [ is recovered, if

i) u is a recovery-induced failure node; or

ii) w is in the recovery-induced disconnected cluster and
has no recovery-induced external alternative path to the
destination.

V. SUFFICIENT CONDITIONS FOR TRANSIENT
DATA PLANE FAILURES

In this section, we analyze the sufficient conditions for data
plane failures. Any node that experiences control plane failures
will definitely experience data plane failures. Therefore, the suf-
ficient conditions for control plane failures are also the sufficient
conditions for data plane failures. Moreover, even though a node
does not experience any control plane failures, it is possible for
the node to experience data plane failures. For example, once a
node experiences a control plane failure, any node whose best
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Fig. 7. Data plane failure due to a forwarding loop between node A and node
B when the link between node A and AS1 is failed.

path traverses this node at that moment will experience a data
plane failure.

Further, we develop the following theorem for the sufficient
conditions for definite data plane failures.

Theorem 4 (Conditions for Definite Data Plane Failures):
Node u in a BGP system can experience a definite data plane
failure when a link [ in the corresponding sink tree fails, if

1) wu is in the disconnected cluster; and

ii) the disconnected cluster root has no external alternative

path to the destination.

Proof: According to Theorem 2, the disconnected cluster
root will experience a definite control plane failure. As soon
as the disconnected cluster root experiences a definite control
plane failure, every other node in the disconnected cluster still
use the best path through the root node. Therefore, these nodes
will experience definite data plane failure. [ |

Note that besides control plane failures, forwarding loops can
also lead to data plane failure. We use the following example to
demonstrate that the data plane failures can be caused by for-
warding loops during a failover event. Several previous works
have been focused on routing loops [14], [13]. We focus on un-
derstanding transient routing failures due to lack of available
routes, and studying routing loop is beyond the scope of this
paper.

The example in Fig. 7 shows that a failover event can cause
a forwarding loop in an iBGP system. In this example, AS3
has three BGP routers, which are connected with full meshed
iBGP sessions. However, there is no direct layer-2 connection
between A and C but the session has to be a multihop iBGP
session through B. Nodes A and C' each has an eBGP session
with AS1 and AS2, respectively. Meanwhile, node B prefers
path learned from node A. Suppose the link between node A and
AST1 fails. Node A has to first use the alternative path learned
from node C, and then inform B of the path change. Before
being informed, node B continues forwarding packets to node
A. Thus, a forwarding loop is formed between node A and node
B. A data plane failure occurs.

Note that for the example shown in Fig. 7, MPLS can avoid
those transient data plane failures. In this case, node B will for-
ward packets according to the labels instead of route entries in
its forwarding table, and will forward the packets to the right
nodes indicated by the MPLS labels.

peer-to-
peer

Q,

© ©

(@ (b)

provider-to-
customer

Fig. 8. Transient control plane failures take place in a hierarchical eBGP
system. (a) AS relationships. (b) PA graph.

VI. TRANSIENT FAILURES IN A TYPICAL BGP SYSTEM

In Section IV, given the topology of any BGP system and its
routing policies, we use a PA graph to identify transient routing
failures in the system. In this section, we show how to use our
model to analyze transient failures in a typical BGP system, in
which the typical routing policies that are commonly practiced
by the ISPs are employed and the typical iBGP configurations
are deployed. In this setting, we do not necessarily rely on the
relevant PA graphs to identify the sufficient conditions for tran-
sient routing failures. We first study transient failures in a typical
hierarchical eBGP system, in which the neighbors of an AS can
be classified as providers, customers or peers according to their
commercial agreements, and we assume that one AS consists
of one BGP router only. Further, in a typical hierarchical eBGP
system, every AS applies typical routing policies [17]. That is,
an AS announces its customer routes to all neighbors but its
peer or provider routes to its customers only. Besides, every AS
prefers its customer routes over its peer routes and then over its
provider routes. Second, we discuss transient failures occurring
within a typical hierarchical iBGP system, which consists of a
core with full meshed core routers, as known as route reflectors,
and the edge routers which are the clients of the relevant route
reflectors.

A. Transient Behavior in a Typical Hierarchical eBGP System

In this section, we assume that an AS consists of one BGP
router only. This simplification helps our analysis focus on the
transient routing failure caused by the eBGP configurations.
Under this assumption, we examine the transient routing fail-
ures experienced by the whole AS. Apparently, if an AS would
experience transient routing failures in the AS level, its routers
would definitely experience transient routing failures in the
router level. Therefore, for a router, this assumption does not
miss any transient routing failures caused by the interactions
between ASes. However, it significantly simplifies our analysis
by neglecting those failures caused by the inconsistency within
the ASes’ iBGP systems. The transient routing failures caused
by the iBGP configurations will be examined later.

Before diving into the theoretical analysis, we first use an ex-
ample to show transient failures can be prevalent in a typical
hierarchical eBGP system. Fig. 8(a) shows the AS relationships
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for a typical BGP system. Fig. 8(b) shows the corresponding
PA graph. Here, every AS prefers the route from customers to
those routes from providers or peers. Now, suppose that the link
between nodes 1 and 0 breaks. Nodes 6,1, and 3 satisfy the suf-
ficient condition for definite control plane failure. That is, they
do not have external alternative paths. Node 2 and node 4 satisfy
the conditions for potential control plane failure, and node 7 has
an external bridge. Therefore, nodes 1, 3, and 6 will definitely
experience transient failure. Node 2 may experience the failure
and node 7 does not experience any control plane failure.

From the above example, we observe that AS7 and AS8 do
not experience any transient routing failures because they al-
ways have alternative paths. We can tell that an AS experiences
control plane failures depending on whether its stable route in
the final state is a customer, peer or provider route.

Lemma 3: In a typical hierarchical eBGP system, if AS u
converges to a customer route after a link failure, AS u does not
experience any potential control plane failure.

Proof: Suppose after the link failure, AS vy, uses path P =
(vkVk—1 - .. 0) to reach ASO, who originates the destination, and
(vgvg—1) is a customer link. According to the no-valley policy,
(v;v;—1) must be a customer link for any s = k, k — 1,...,2.
We prove the lemma by induction on i.

Base step: ¢ = 2. Since after a transient failure, AS vy has
a path (v20) to ASO. AS vo must install this path before the
failure because ASO advertises the destination to all providers.
Meanwhile, due to prefer-customer routing policies, v2’s best
path to ASO should also use a customer link. When the link
failure occurs, v, has at least one path (v20) to ASO. Therefore,
v9 does not experience a transient failure.

Induction step: Assume that before the transient failure, AS
vi—1’s best path to ASO goes through a customer link. After
the failure, its best path to ASO still goes through a customer
link and vy, 1 does not experience any transient failure. Then vy,
always has at least one path to ASO through v _;. Therefore, vy,
does not experience a potential control plane failure. [ |

Lemma 4: In a typical hierarchical eBGP system, if AS u
converges to a peer route after a link failure, AS u does not
experience any potential control plane failure.

Proof: Suppose after the link failure, AS u uses a peer
link through its peer AS v to reach the destination. Due to the
no-valley policy, v must use a customer link to reach the desti-
nation after the failure. According to Lemma 3, v will not ex-
perience a transient failure, which implies that v always has a
customer path during the failure. The paths must be advertised
and installed at w. Thus, during the failure, AS u will always has
at least one path to the destination through v. So, AS u will not
experience a potential control plane failure. [ |

We can apply Theorem 1 to the typical hierarchical eBGP
system to identify the nodes that experience control plane fail-
ures. Further, we develop the following theorem to identify the
nodes that experience potential control plane failures in a typ-
ical hierarchical eBGP system.

Theorem 5 (Conditions for Potential Control Plane Failure):
In a typical hierarchical eBGP system, an AS u will experience
a potential control plane failure when a link [ fails if

i) w is the successor of all of its providers in the initial state;
and

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 17, NO. 3, JUNE 2009

ii) u uses a provider route in the final state.

Proof: According to condition (i), 4 must use a customer
route in the initial state. Further, condition (ii) shows that u
changes its best path during the failover event. Thus u belongs
to the disconnected cluster. Also, because u switch to a provider
route in the final state. According to Lemma 3 and 4, « has no
external alternative path through either customers or peers. Oth-
erwise, v should have either a customer route or a peer route
after the failure. Then w will not experience a control plane
failure. Condition (i) shows that u has no external alternative
path through providers. Therefore, u has no external alternative
paths. According to Theorem 1, u will experience potential con-
trol plane failures. |

According to the above lemmas, we have the following corol-
lary for a tier-1 AS.

Corollary 1: In a typical hierarchical eBGP system, a tier-1
AS cannot experience any potential control plane failure during
failover events.

Proof: Since a tier-1 AS has no provider, it has to use a
customer route or a peer route after a failover event. According
to Lemma 3 and 4, the tier-1 AS can not experience any control
plane failure. u

However, for the recovery events, we cannot find a node ex-
periencing control plane failures in a typical hierarchical eBGP
system.

Theorem 6: There is no control plane failure during a re-
covery event in a typical hierarchical eBGP system.

Proof: We need to prove that there is no such node that
satisfies conditions in Lemma 1. We show this by contradiction.
Assume there is a node w experiencing a control plane failure
during a recovery event, and vy, ..., v, are u’S SUCCESSOr Or
alternative successors in Go. We will show that there is no such
v; in the setting of a typical hierarchical eBGP system.

At first, v; cannot be u’s provider. Because in G/, v; has its
best path that does not traverse u,v; must inform wu this path
and thus is «’s successor or alternative successor, which con-
tradicts with the conditions in Lemma 1. Second, v; cannot be
u’s peer. Since v; iS a successor or alternative successor of
in Gg,v; must use a customer route in Gg. Otherwise, node
v; cannot advertise this route to node u. In G', v; changes its
best path. Because the recovery event cannot eliminate the ex-
isting route of v;, v;’s new best path must be another customer
route. Then v; must inform u this new path and thus becomes
u’s successor or alternative successor, which again contradicts
with the conditions in Lemma 1. Third, v; cannot be u’s cus-
tomer. In G, node v;’s best path must come from a customer.
Otherwise, node v; cannot advertise a route from its provider
or peer to its provider. Similar to the peer case, v;’s best path
in the final state should be also a customer route, which should
be announced to u and thus contradict to the conditions in

Lemma 1.
Therefore, there is no node that satisfies conditions in
Lemma 1. |

In terms of the conditions for data plane failures in a typ-
ical hierarchical eBGP system, similar to the discussions in
Section V, we can always identify nodes that experience data
plane failures with the following two steps: 1) use the sufficient
conditions for control plane failures to identify nodes experi-
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Fig. 9. A tier-1 AS with a hierarchical iBGP structure and corresponding PA
graph. (a) Topology. (b) PA graph.

encing control plane failures; and 2) find other nodes that use
them to reach the destination.

B. Transient Failures Within an iBGP System

In this section, we consider transient failures caused by the
configurations within an AS, which consists of a set of iBGP
routers. ASes usually have either a fully meshed or a 2-tiered
hierarchical iBGP structure. Here we focus on the 2-tiered hier-
archical iBGP system, which is used by most large ASes. Sim-
ilarly, we can describe scenarios that routers in a fully meshed
iBGP structure experience transient routing failures.

In a hierarchical iBGP system, there are route reflectors,
which are the backbone routers, and a set of edge routers,
which are the router reflectors’ clients. An edge router could be
an access router that connects to a customer network, or a peer
router that connects to a peer network. In terms of route export
and import policies, a pair of route reflectors have a peer-to-peer
like relationship, i.e., a route reflector does not transfer the
routes between two other route reflectors. A route reflector and
its clients have a provider-to-customer like relationship, i.e.,
they import and export routes from and to each other without
discrimination.

Transient routing failures can occur within a hierarchical
iBGP system. For example, in Fig. 9(a), AS1 has two routers,
R1 and R2, and two clients cl and c2. There are two paths
from two clients to d. Suppose that route reflectors R1 and R2
both select client c1 as the closest egress point, as shown in
Fig. 9(b). Here, such routing policies could be caused by iBGP
configuration. For example, the MED value of the path via c1
is lower than that of the path via ¢2, the length of the AS path
via c1 is shorter than that of the path via c2, or at route reflector
R2 IGP value of the path via cl is lower than that of the path
via 2. As a result, the path via ¢2 is invisible to R1. Based
on sufficient conditions described in Theorem 2, we know that
once the path via cl is unavailable, router R1 will experience
a definite routing failure.

Next, we use another more complex example to illustrate how
routing failures can occur within an AS. Suppose that a multi-
homed customer connects to a tier-1 AS through its providers
in different geographic locations. Meanwhile, tier-1 ASes are
connected to each other in multiple geographic locations. For
example, in Fig. 10, ASO has two providers, AS2 and AS3. AS1
can reach a destination originated at ASQO via one of three dif-
ferent edge routers, ER1, ER10, or ER11. Suppose that AS2
is a customer of AS1, and AS3 is a peer of AS1. According

Fig. 10. A tier-1 AS with a hierarchical iBGP structure. The dark nodes repre-
sent route reflectors, and the gray nodes represent clients of route reflectors.

to prefer-customer routing policy, the path via ER1 is assigned
higher local preference value than those via ER10 and ER11. As
aresult, all routers inside AS1 will use the path via ER1 to reach
the destination. Once the link between ER1 and AS2 fails, all
routers inside the AS are in the disconnected cluster. According
to the sufficient condition for definite control plane failure, ac-
cess router ER1, and route reflector BR1, BR2 and BR3 will
experience a definite transient failure because they have only
one path through ER1 to reach the destination before the failure,
and all of their predecessors have only one path not via the failed
path to reach the destination. All routers except ER10 and ER11
will experience potential control plane failures according to suf-
ficient condition for potential control plane failures.

We can apply Theorem 1 to an iBGP system to identify which
router can experience control plane failures. Further, motivated
by the above examples, we develop the following theorem to
identify the routers that experience potential control plane fail-
ures within an iBGP system.

Theorem 7 (Conditions for Potential Control Plane Failure):
In an AS, if all edge routers to a destination select the same
egress point to reach a destination, all other routers will experi-
ence potential control plane failures once the egress point loses
its connection to the destination.

Proof: Suppose that u is a non-edge router to a destination
and v is the egress router. Since all edge routers to the desti-
nation select v as their egress point, all other routers will also
select v as their egress point. Once v loses its connection to the
destination, all routers within the AS are in the disconnected
cluster, and only those edge routers might have external alterna-
tive paths. According to Theorem 1, u will experience a poten-
tial control plane failure. [ |

Note that while Theorem 5 applies to edge routers only, The-
orem 7 applies to all routers within an AS including route re-
flectors and clients. For example, in Fig. 10, edge routers to the
destination, ER10 and ER11, select ER1 as their egress point
because the routes via ER1 have higher local preference values.
According to Theorem 7, the routers from ER1 to ER9, ER12,
and the backbone routers from BR1 to BR4 will suffer from
potential routing failures when the link between ER1 and AS2
fails.
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VII. RELATED WORKS

Previous studies focus on understanding the stability of inter-
domain routing. Several abstract models [17], [18], [20]-[23]
for routing convergence properties aim to capture the long-term
routing stability. For example, Griffin et al. show that routing
policy conflicts could lead to protocol divergence and charac-
terize sufficient conditions for BGP route convergence [18],
[20], [21]. Gao and Rexford [17], [22] exploit AS commercial
relationships to ensure the convergence of the BGP system.
However, all of them focus on the long-term stability instead
of transient routing behavior. Our model differs from these ex-
isting models in the sense that we strive to capture the transient
behavior of BGP, and identify the potential transient routing
failures.

Several works have focused on convergence delay of BGP.
Labovitz et al. analyze the convergence delay of BGP and derive
theoretical upper and lower bounds for the convergence delay
[1], [4], [9]. Their work focuses on the convergence delay when
a network prefix becomes available or unavailable. Obradovic
developed a real-time BGP model to analyze the same type
of convergence delay in a hierarchical eBGP system [28]. Our
work focuses on routing failures that occur during the path ex-
ploration process triggered by a link failover or recovery event.

Correlation between end-to-end path failures and routing in-
stability has been studied through measurement. Paxson identi-
fied Internet failures and discovered that routing instability can
disrupt end-to-end connectivity [29]. Feamster et al. studied the
location and duration of end-to-end path failures and correlated
end-to-end path failures with BGP routing instability [3]. Their
results show that most path failures last less than 15 minutes
and most failures that coincide with BGP instability appear in
the network core. Teixeira et al. [30] found that routing changes
are the cause of the majority of the large traffic variations within
a large ISP network. On the other hand, routing failures within
an AS have been studied in [5], which shows that failures are
correlated with IS-IS routing updates. Our work complements
those works by focusing on interdomain routing failures.

The key to avoiding transient routing failures is to improve the
visibility of alternative routes in the BGP system. BGP routers,
announcing to their neighbors only the single best path for each
destination, limit the visibility of alternative routes. One solu-
tion is to advertise the hidden routes. Kushman et al. [32] present
methods to advertise hidden routes to avoid transient failures.
For example, ER10 and ER11 in Fig. 10 will announce their
alternative routes through AS3 to other routers. The limitation
of their work is that it only focuses on providing fast recovery
on AS level. Work [33] provides fast recovery for both eBGP
and iBGP. In addition, an AS can adopt some mitigation tech-
niques to alleviate potential transient routing failures. For ex-
ample, Bonaventure et al. [31] propose a fast reroute technique
by using tunnels to reroute packets when eBGP session fails.
This scheme can also be used to resolve the problem of tran-
sient routing failures for iBGP. Alternatively, an encapsulation
scheme, such as MPLS or IP-over-IP, can also prevent packet
losses even if the routers experience transient routing failures
in the iBGP system. On the other hand, in this paper, our work
focuses on how and when a transient routing failure occurs.
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VIII. CONCLUSION

In this paper, with the aid of a formal BGP model, we investi-
gated the transient behavior of the interdomain routing protocol.
We find that network changes that do not physically disconnect
prefixes from the network might still force nodes to temporarily
lose reachability to these prefixes. The transient routing failures
can have a significant impact on the end-to-end performance in
the Internet. Our analytical results show the existence of such
transient behavior in today’s Internet routing system. Our re-
sults have important implications for enhancing Internet relia-
bility. We believe that the results in this paper underscore the
necessity of enhancing today’s interdomain routing architecture
and provide insights in the future design of interdomain routing
protocol.
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