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Abstract— Inferring AS-level end-to-end paths can be a valu- can be exploited to infer AS level end-to-end paths while
able tool for both network operators and researchers. A widely no need to access either the sources or the destinations and
known technique for inferring end-to-end paths is to perform perform the resource-consuming probing.

traceroute from sources to destinations. Unfortunately, traeroute . .
requires the access to source machines and is resource consuming Nevertheless, the BGP-based AS Path inference is not

In this paper, we propose two algorithms for AS-level end-to-end trivial. Internet path selection largely depends on ragitin
path inference. The key idea of our algorithm is to exploit the policies, which in turn are defined independently by network
AS paths appeared in BGP routing tables and infer AS paths operators in each individual AS and are seldom publicly
based on the ones. In addition, our algorithms infer AS paths on g\ aijaple. Maoet al [9] are the first to conduct an intensive
the granularity of destination prefix instead of destination AS. . .

That is, we infer AS paths from any source AS to any destination study on .lnfe_rrlng AS_ paths _betwee_n any two ASs based on
prefix. This is essential since routing in the Internet is determined BGP routing information. Their algorithm assumes the ssirt
based on destination prefixes instead of destination ASs. The AS path routing policy among available paths. They claimed
validation results show that our algorithm yields accuracy up to accuracy up to 60% in the sense that one of the inferred
95% for exact match and accuracy up to 97% for path length  g,qrtest paths matches with the actual AS path, and accuracy

match. We further extend our algorithm to infer a set of potential .
AS paths between a source AS and a destination prefix. We find up to 62% in terms of path length match. They further propose

that on average, 86% of inferred AS path sets are accurate in the @ Novel scheme to infer the first AS hop by assuming the access
sense that one of the paths in the set matches the actual AS path to destination hosts. The evaluation results show thangive

Note that our algorithms require BGP routing tables only and  first AS hop information, the accuracy of path length match
do not require addltlonga! data trace or access to either sources can be improved up to around 70%.
or dt_astlnatlons. In addltlon, we demonstrate that the accuracy The AS Path inference can benefit a broad spectrum of
of this BGP-based inference approach cannot go beyond 90%. - . f
network applications. For instance, in the overlay netwpork
|. INTRODUCTION knowing the AS Paths between any two nodes helps to
The Internet has evolved into the largest man-made df#ad the nearest adjacent peering nodes in the AS-level [10].
tributed system in the world. The selection of end-to-endeanwhile, the information of AS Path length is also useful.
Internet paths depends on both routing protocols deplogdd aAn example is that Taet al [14] shows that the AS Path length
a large number of network operators involved. Yet, the gbilichange dominates the end-to-end delay performance and can
to infer end-to-end Internet paths is essential for netwolle utilized to estimate the end-to-end delay in the overlay
operators as well as network researchers to perform traffietwork to choose the best relay nodes. Also, @aal [8]
engineering, network diagnosis, and overlay network rmuti find that the AS path length information can help conduct
A well-known existing tool for inferring end-to-end pathsingress interdomain traffic engineering. In addition, kirayv
is to perform traceroute from a source host to a destinatial possible AS paths from a source AS to a destination prefix
host. However, traceroute is limited since it requires asceis also helpful. In the overlay networks, the overlay links
to source hosts and it is resource consuming given a lagjfeould be disjoint so as to achieve independent underl&y lin
set of paths are to be inferred. Access to a large collectiparformance [10], [14]. The knowledge of all potential AS
of hosts in the Internet is challenging due to the distriduté?aths between nodes helps to explore the disjoint overiég.li
administration of Internet hosts. Although there have beenin this paper, we formulate two problems for AS path
around1000 traceroute/looking glass servers around the worldference. One is the single AS path inference problem, lwhic
[5], the provided sources are still far too few given thénfers a single best AS path from an AS to a prefix. The other
enormous scale and heterogeneity of the Internet. one is the potential AS path inference problem, which ingers
Alternatively, BGP (Border Gateway Protocol) [13] routingset of AS paths from an AS to a prefix. Note that in contrast
information collected at several public data repositor@gch to [9], we infer AS-level end-to-end paths on the granwarit
as ROUTEVIEWS [4] and RIPE RIS [3], provides a relativelyof destination prefix instead of destination AS.
comprehensive view of AS level topology. Although it is The key idea of our inference algorithms is to exploit the
infeasible to query the AS level paths from the BGP routeksmiown AS paths appeared in BGP routing tables. Using only
of the more than 20,000 ASs on the Internet, the publBGP routing tables, our algorithm can yield an accuracy of up
BGP information has been shown to be able to captute 95% and 60% on average for exact match, i.e. the inferred
relatively complete Internet AS-level topologies [6] amfeir best path exactly matches the actual path. In terms of path
AS commercial relationships [7]. Hopefully, the informati length match, our algorithm is able to yield an accuracy of



In an AS graph, two valid paths can be concate-
nated into one valid path, i.ev;...v1) + (uj...u1) =
(v ... v1uj ... up) if the new path is both loop-free and valley-
free; otherwise, the result is an empty pathAe can compute
. Shingio sbing the shortest valley-free paths from an AS to another AS in an
o AS graph, as has been done in [9]. However, BGP routing
tables provide the AS path information in the granularity
Fig. 1. Example of AS-Prefix Graph of a source AS and a destination prefix. In order to infer

up to 97% and 81% on average. Moreover, given the ﬁrge AS paths specific to destination prefixes, the topoldgica

. . : information of the prefixes should be encoded into the AS
hop AS information, the average accuracy can be ImproVeraph. As shown in Figure 1, we also model the destination

to 78% for the exact match and 88% for path length mat 2P .
. i . prefixes as nodes. The AS-prefix gragh= (V,Vp,E, E,)
respectively. For the potential AS path inference problem, . composed of not only AS séf and the AS edge set but

find that by incorporating the path set stored at an AS nobs?

for a destination prefix, the inferred AS path set contaires RS9 the prefng se), and the AS-prefix gdge_ ?EEP’ Wh'Ch.
omprises of links connecting ASs to their originated preefix

I A h in 78% of lidati . Furth 7 L )
actual AS path in 78% of our validation cases. Furt ermor%, te that a prefix is attached to the ASs that originate it.sThu

we can extend our algorithm to achieve average accuracy of ~ =" . . .
86% in the sense that one of the paths in the inferred pathﬁaqref'x might connect to multiple ASs, as is known as MOAS

is the actual path although we limit the number of paths in the ultlpclje O”g'P ASt) t[hlSl Adpa]ctflr:n an tﬁS—bprteflx gra}ph can ¢
path set to no more than 10 only. Meanwhile, our experimenq penr ?tpr)]re Dt(har eit(iann 0 f the path, TrL: ?r?r(tahlx fcannct)h
demonstrate that it is due to the incompleteness of AS gragﬂpea at Ine other positions ot the patn. The length of a pa

derived from BGP routing tables that the inference accura fly counts for the number of ASs that the path includes.

y . o o
cannot be higher than 90%. In this sense, our algorithm i abl ~°" & prefixp, an ASu maintains a path setib_in(u)|p]

to capture 95% of the inferable AS paths. that contains all the feasible paths framto p learned from

We further perform intensive experiments to validate th'tE:S ne:;ghb;)rg.bAnlzng these _Ft’athsﬁ‘]’\';” ch_?k?sebthet betit
robustness of our algorithms and examine the impact of tgae, cenote Y)ad (2@’ ?z s pal g(’;\g' a e_s],c_ %a
selection of the BGP vantage points, which provide the BGpnparison procedureesipa wp() [1] IS specihied as
routing tables for inference, on the accuracy. Besides tieat a policy-based routing protocol. The route selection aheac

spite the novel features that our algorithms have incotpdra md.'V'dl.JaI AS is determined t?y th? local routing pohqes,
which is usually seen as confidential and seldom published.

they are still simple, efficient, and able to provide neait-re : - o
y P P aHowever, the routing policies of each AS can be arbitrarily

time inference results. i;)nfigured and largely independent of the configurations of

The rest of the paper is organized as follows. The mode[s . ) .
and the problem F;ofmulationg are introduced in section 2'C other_ ASs. Thereforg |t_|s challe_nglng to infer the AShpat
Section 3 describes the details of the inference algorithms only relying on the public information.

section 4, we evaluate the inference accuracy of the algosit TX; objective of tf;]e pzperlls tp inier tfhe; xac(’; AS pr? th th;?
Finally, section 5 summarizes the paper. an uses to reach a destination prefix based on the public

BGP routing information, which is referred to as the single
AS path inference problem. Besides this, we also propose an
alternative of the single AS path inference problem, i.e th
We model the Internet AS topology as an AS gragh= potential AS path inference problem: to infer a set of AS path
(V, E) whereV is the set of ASs and E is the set of AS peeringtom a source AS to a destination prefixes and some of these
relationships. A patt#” in the AS graph is a loop-free sequencgaths are potentially the actual paths that the source AS use
of AS nodes, i.eP = (vivg—1...v1) wherev; # v; if i # j.  to reach the destination prefix.
|P| represents the length of pafh. We use¢ to denote an
empty path whose length i8. In the interdomain routing l1l. | NFERENCEALGORITHMS
system, two neighboring ASs exchange paths according to
their commercial agreements. Typically, the AS relatigpsh ~ We proposed two algorithms to solve the single AS path in-
can be classified into three categories: provider-to-costp ference problem and the potential AS path inference problem
peer-to-peer and sibling-to-sibling. Each edge in the Agphr We exploit the BGP routing tables from several vantage goint
is labeled with the types of the commercial relationshipso infer the AS paths. Because we utilize BGP routing tables
The AS path import and export policies complying with As the basis of our inference algorithm, we are able to peovid
relationships lead to thealley-free property of the AS paths in near real-time inference results based on the most receRt BG
an AS graph; that is, in a valid AS path, a provider-to-customtable dumps. We have setup a website [11] to provide an online
or peer-to-peer edge should be followed by a provider-t&S path inference service. Users are able to access the most
customer edge only. In an AS graph with AS relationshipgp-to-date inference results through the provided inteda
(for simplicity, still called as AS graph hereinafter), alida We hope that it provide a general-purpose AS path inference
path must be loop-free and valley-free. service to the research communities.

Il. MODEL AND PROBLEM FORMULATION



INITACTIVEQUEUE(p, queue, G, base ASset)
for v € baseASset
do appendv to queue

MULTI PATHS(p, G = (V, E), base ASset, M)
1 queue «— 0
2 INITACTIVEQUEUE(p, queue, G, base ASset)

path(v)[p] «— sure path ofv
sort rib_in(v)[p]

3 while queue # 0

4 do u < POMqueue, 0)
5 for v € u.peers

KNOWNPATH (p, G = (V, E), baseASset) 6 do if v ¢ baseASset
7
8

A WN PR

1 queue — then tmpps «— path(v)[p][0- - M]

2 INITACTIVEQUEUE(p, queue, G, base ASset) update path(v)[p] with {(v) + path(u)[p][0--- M]}
3 while queue # 0 9 sort path(v)[p]

4 do u < POMqueue, 0) 10 if tmpps # path(v)[p][0--- M]

5 for v € u.peers 11 then appendv to queue
6 do if v ¢ baseASset and (v) + P, # ¢ 12 return {rib-in(u)|Vu € V'}
7 then tmpp — rib_in(v)[p][0]
8
9

update rib_in(v)[p] with new path (v) + P,
sort rib_in(v)[p]
10 if tmpp # rib_in(v)[p][0] and v ¢ queue
11 then appendv to queue

Fig. 3. Pseudocode of WLTIPATHS algorithm

order of preference. Accordingly, the first pathriib_in(u)[p)

is the best one, and the firgt/ paths inrib_in(u)[p| are
the bestM paths given the path comparison procedures. We
utilized several heuristics in the path comparison prooesiu

to improve the inference accuracy. The details of the hécsis
Similar to [9], we applies SPF-like (Shortest Path Firsigan be found in our technical report [12].

algorithms to compute the AS paths in an AS graph. Two ) )
major features distinguish our algorithms from [9]. B. Incorporating Multiple Paths
A disadvantage of the single path inference algorithm is
that the inference inaccuracy of the predecessor ASs will be
The AS graph is extracted from the BGP tables\ofjiven inherited by the successor ASs. Thus the inference accuracy
vantage point ASs. Thus for each destination prefixwe of the best path will exponentially decrease with the growth
have already known at most known paths to this destinationof the unsure length. However, if we look at the fifdt paths
before we perform the inference algorithm. Because [9] do&s rib_in of an AS instead of the first one, the probability
not utilize these known paths, it does not guarantee tthat the actual path shows in them is significantly highentha
inference accuracy even for the vantage point ASs thenselviie probability that the first one exactly matches the actual
The intuition of our algorithm is to incorporating these o path. If the firstM paths are allowed to be propagated to the
paths into the inference process. neighbors, the successor ASs will have higher chance tamobta
Suppose that pattoc_rib(vi)[p] = Pr = (vgvr—1...v1p) the correct path. Consequently, we are more likely to find the
is the known path of a vantage point A% to a destination correct path in the successord_in(u)[p|s and the inference
prefix p. According to the BGP specification, the best patheccuracy for the potential AS path inference problem will
of vy is actually derived from one of the best pathsugf be improved. Therefore, we further extend th&dWNPATH
P,_; with path concatenation. Thus, one of the best paths afyjorithm to support the advertisement of multiple paths
vg1 to p at this time is the sub-patty; = (vi—1...v1p). between ASs, which is called M T1PATHS. The pseudocode
Similarly, we can get the best paths fof_»,...,v;. Thus, is as shown in Figure 3.
we can derive(k1) additional paths from a known path of
length k. We call both the known pati#, and the derived .
path Pyi,..., P, assure paths. The ASs that have the sureA Inference Accuracy Evaluation
paths are called as thmse ASs. We use the routing tables collected from ROUTEVIEWS
The inference algorithm, which is called NOWNPATH, [4], RIPE RIS project [3] and CERNET BGP VIEW [2] at
starts from the initial state in which all the base ASs instal6:00 PM GMT, Oct. 10, 2004, to examine the inference
their sure paths. Then the algorithm computes the shortasturacy of the algorithms. The data set contéihsomplete
paths for all the other ASs by extending the sure patlBGP routing tables. We usel from ROUTEVIEWS as
The length of the extended part is callethsure length. the vantage pointdSs to construct the inference database.
The pseudocode of the algorithm is shown in Figure 2. THkased on the BGP tables of these ASs, we construct the AS-
algorithm maintains a global variablg.eue which stores the prefix topology, infer the AS relationships, and then perfor
ASs whose best paths have been changed. In the initial stéte, algorithms. The AS relationship inference algorithm in
all the base ASs install their sure paths and thus are put ifi#@ is adopted in this paper. We use the routing tables of
queue. Later, in each iteration, an AS in the at the head of thbe remaining21 ASs for evaluation. The details about the
gueue is pop out and to propagate its best path to its neighbselection of theselSs are discussed in our technical report
If the best path of one of its neighbors changes, this neighj&?2]. In the MuLTI PATHS algorithm, the number of propagated
will be put into queue. Note that the base ASs will nevermultiple paths is set t8. For the sake of comparison, we also
be added into queue after the initial round. At each naede check the performance of the basic inference algorithm that
we apply SPF-like path comparison procedures to companeorporates neither known paths nor multiple paths, dalle
the paths inrib_in(u)[p], which are sorted in descendingNOPATH, which is similar to the algorithm used in [9].

13 return {rib.in(u)|Vu € V}

Fig. 2. Pseudocode of MOWNPATH algorithm

A. Incorporating Known Paths

IV. EXPERIMENTS AND VALIDATION



TABLE |

Upper bounds on inference accuracyBefore validation,
AVERAGE INFERENCEACCURACY OF THE ALGORITHMS(%)

we first investigate how the inaccuracy in the topology in-

formation of the resulting AS-prefix graph impact the perfor fonger | shorter | length | exact | one

mance of the AS path inference algorithm. We found that 10% REN R - mgg“ m;‘;Ch mj;Ch
of the paths in the evaluation tables cannot be inferred due t NOPATH W/ first hop | 7 16 78 51 52
missing links and 0.5% due to valley paths. The existence of KNOWNPATH 6 15 8 60 8
. . ,  KNOWNPATH w/ first hop 8 4 88 77 78
these uninferable paths imposes an upper bound of around MOLTIPATHS 8 0 a1 59 86
89.5% to the AS path inference accuracy. MuLTIPATHS W/ first hop | 10 3 87 77 86
NOPATH for Vantage Points ASs| 0 24 76 40 73

Several metrics are examined for the purpose of evaluation-
For an examined A% and a particular prefix, by comparing
the path lengths of the inferred path and the actual path it is 09
using, the result can bknger, shorter or length match; by
checking whether its actual path is the inferred best path or
just shows in the inferredib_in, the result can bexact match
(the inferred best path is the actual pathjooe match (one of
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the paths in the rib in matches the actual path). Beside thes e Patie o LU
metrics, we also define a metmaatch in K, which indicates L. Tﬂumpa“hw Llf“ige':rﬁém s ]
whether the actual path shows in the fifspaths in the-ib_in. A
The metricdonger, shorter, length match andexact match are Fig. 5. Distribution of metric match i v.s. K

used for the evaluation of the single AS path inference jerobl
and the metricene match andmatch in K are for the potential known paths, there is a 27% improvement in terms of exact
AS path inference problem. Note that due to the inaccuragyatch from 33% to 60% and a 9% improvement in terms
of the AS-prefix graphs, including the incompleteness of tr length match from 69% to 78%. Furthermore, if the first
topology and the inaccuracy of the AS relationships, thefsS hop information is given, there is another 18% gain in
exists some AS paths that cannot be inferred no matter hexact match to 78% and another 10% improvements in length
the inference algorithms are designed. The limitation isggo match to 88%. In addition, since the MTIPATHS algorithm
an upper bound on the inference accuracy. In order to show #@opts the same path comparison procedure dSVKNPATH,
performance of the algorithms with regard to the limitasipnthere is no distinct differences for the performance metric
we also indicate the inference upper bounds for each AS wjrtaining to the single AS path inference problem. On the
a metric calledupper bound in the experiments. other hand, for the performance related to the potential AS

Besides, [9] also developed a novel technique to detect thath inference problem, the BTIPATHS algorithms yields
first AS hop that a source AS will use to reach a destinatiodn average accuracy of as high as 86% for one match, which
They showed that if the first AS hop information had beeis about 95% of the inference upper bound (90%).
provided, their inference accuracy of length match could beFurthermore, we also check the inference accuracy of the
significantly improved by up td5%. In this paper, we also basic algorithm MPATH for the vantage point ASs. Note
check how the performance of the algorithms can be improvéuht the routing tables of these ASs are used to construct the
by incorporating the first AS hop information assuming thaS graph, which is the basis of the AS path inference. The
the information had been available beforehand. results are shown in the last row of Table I. It shows that the

Curves in Figure 4 show the performance afigwNPAaTH  algorithm only yields an average accuracy of 40% in terms of
algorithm for the21 evaluation ASs. Ther axis represents exact match and 73% in terms of one match despite that fact
the indexes of the evaluation ASs and theaxis shows the that these AS paths have already been known. In contrast, our
value of each metric. Figure 4(a) shows the performanceeof thlgorithms guarantee 100% inference accuracy for these ASs
algorithm without incorporating the first AS hop informatio  Figure 5 shows the distribution of average value of the
We find the performance various for different ASs. In terms gferformance metric match in K against the value Foffor
exact match, the best case is up to 95% while the worst caltferent algorithms and scenarios. For theidwNPATH al-
is only 16%. The average accuracy over all the evaluatiogorithm, we observe a sharp increase in the firsaths. Later,
ASs is around 60%. Figure 4(b) shows the accuracy of thiee improvement of the metric becomes marginal. Therefbre,
algorithm with the first AS hop information. It shows thatve lower the objective of the single AS path inference proble
by incorporating the first AS hop information into AS patho solve the easier potential AS path inference problem, the
inference, the performance of theNWWNPATH algorithm is accuracy can be increased. This also further confirms the
improved significantly. The best case is up to 97% while thetuition behind the MILTIPATHS algorithm. Figure 5 shows
worse case is 54%. The average accuracy is improved to 78b@at there is an 8% improvement in one matcksé§s if we

For the purpose of comparing the performance of thalow multiple paths advertised to the neighbors. We caa als
various algorithms, the averages of each metric in differeobserve the similar sharp increase of the inference acgurac
scenarios are listed in Table I. We can find the influende the first few paths. It shows that we can find nearly 86%
of different factors on the inference accuracy. By levanggi paths within the first 10 paths. In addition, we found that the
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Fig. 4. Inference accuracy of theNOWNPATH algorithm

incorporation of first hop AS information does not improve thpath inference problem. At first, by introducing the topadad
performance of one match but it does improve the performanicéormation of the destination prefixes into the AS graph, we
of exact match, i.e. it helps the algorithm to identify thestboeare able to infer the AS paths specific to prefixes instead
paths among the inferred paths. of ASs. Second, by incorporating the known paths of the
vantage points into inference process, our algorithmseaehi
an average accuracy of 60% in terms of exact match and an

Because of the limitation of the available data sources, V#Qerage accuracy of 81% in terms of length match for the
can evaluate the performance of our algorithms for a limitefingle AS path inference problem. At last, by incorporating
number of vantage point ASs and evaluation ASs only. fultiple potential paths in the inference process, ourritlym
seems unconvincing to conclude that our algorithms cou@hieves an average accuracy of 86% in terms of one match
yield the similar inference accuracy for the rest of the ASgor the potential AS path inference problem.
However, extensive experiments, which we take to exam the
inference accuracy of the algorithms for various comborei ACKNOWLEDGMENT
of the vantage point ASs and the evaluation ASs, show that theThe authors are supported by the NSF grant CNS-0325868,
performance of the algorithm is independent of the selactid\NI-0208116 and ANI-0085848, and Alfred P. Sloan Fellow-
of the vantage point ASs and the evaluation ASs. The majship.
findings are summarized as follows.
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