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Abstract—The commercial contractual relationship among we present several techniques for obtaining partial AS rela-
Autonomous Systems (ASs) is important for understanding the tjonships, and use this partial information to evaluate the AS
reachability and traffic flow in the Internet. Several heuristic relationships inferred from the existing algorithms in [4], [5].

algorithms have been proposed for inferring AS relationships . L .
by extracting information from Border Gateway Protocol From the AS relationship inferences on 07/10/2003, we find

(BGP) routing tables. However, there is no evaluation of the that although both algorithms in [4], [5] have good overall
AS relationships inferred from existing algorithms. In this accuracy, the accuracy on the peer-to-peer relationships is quite

paper, we present the methodology for obtaining partial AS poor. The algorithm in [4] achieves 49.08% accuracy on peer-
relationships, and use them to evaluate these algorithms. Our to-peer relationships, while the algorithm in [5] achieves only

result shows that although existing algorithms achieve good o .
overall accuracy, the accuracy on the peer-to-peer relationships 24.63% accuracy. Therefore, we propose a new algorithm for

is quite poor. Furthermore, we propose an algorithm for inferring AS relationships by taking advantage of the partial
inferring AS relationships by taking advantage of this partial information. Our result shows that from only a small set of

information. We show that our proposed algorithm outperforms  partial information, our algorithm achieves 96.37% overall
existing algorithms for inferring peer-to-peer relationships by accuracy, and 91.45% on peer-to-peer relationships, which

1.8 ~ 3.8 times in accuracy. In addition, the overall accuracy of . 18 33 fi h th f isti
our algorithm is higher than that of existing algorithms. IS 1.6 ~ 5.6 Imes as much as the accuracy or existing

algorithms.
Keywords— Border Gateway Protocol, Routing Protocol, The remainder of this paper is structured as follows.
Routing Policy, Algorithm. Section 1l introduces the background materials and reviews

some related work. Section Il describes the methodology

for obtaining partial AS relationships. Section IV evaluates
The Internet consists of thousands of distinct regions ahd discusses the accuracy of AS relationship inferences of

administrative domains, each of which possesses one or sevexédting algorithms. We propose a new algorithm for inferring

Autonomous Systems (ASs). These ASs exchange inforn#S relationships in Section V. Finally, we summarize the

tion about how to reach individual blocks of destination 1Baper and discuss some challenges in Section VI.

addresses via Border Gateway Protocol (BGP) [1], [2], [3].

BGP constructs AS paths by successively propagating updates Il. BACKGROUND AND RELATED WORK

between pairs of BGP routers that establish B@fering A. BGP Attributes

sessiond3]. It allows each AS to choose its own policy on BGP is an interdomain routing protocol [8] that is used for
selecting the best routes, announcing and accepting routesexchanging routing information between ISPs. The informa-

One of the most important factors in determining routingon exchanged among BGP routers, called update message,
policy is the commercial contractual relationship among agarries one or more BGP attributes. Among these attributes,
ministrative domains. As mentioned in [4], [5], the InterneBGP communityhelps to achieve scalability and reduce man-
topology alone does not imply reachability among ASs. Th&yement complexity in BGP configuration [9], [10]. An ISP
commercial contractual relationship among ASs is very impogan define the semantics on the usage86P community
tant for us to understand the reachability and traffic flow in thetribute for different routing policies. The usages BGP

Internet. Although such information is important for |nterne(§ommunityattribute has become more and more popular in
research, not all ISPs are willing to publish it. In fact, an ISEhe current Internet [11].

might keep it as a commercial secret. ) ) ) )
Several algorithms [4], [5], [6] have been proposed fdp- Routing Policy and Interet Routing Registry

inferring AS relationships in the recent years. The accurateBGP allows for policy-based routing, which means that
information on AS relationships will help us to understand thBGP router will propagate update messages to its BGP peering
Internet hierarchy and routing policies in the AS-level topokouters according to its own policy. For simplicity, we put
ogy [7], [5]. Although these algorithms have been propos&iGP routing policy into two categories, import policy and
for several years, there is no evaluation of these algorithrasport policy. Upon receiving an update message, a router
in terms of the accuracy of AS relationships. In this papemust decide whether or not to accept this path according to

I. INTRODUCTION



I . . TIME: 07/02/03 11:04:07
its import policy. Once a router accepts paths from different 1ypg: BGP4MP/MESSAGE/Update

neighbors, it must select one path among these candidates asFROM: 64.200.199.3 AS7911

the best one. Then, based on its export policy, the router gc&:lellag.zlé?seo.loz AS6447

decides whether or not to propagate this best path to itS aspaTH: 7911 3561 1239

neighbors. In order to help maintaining the infrastructure of NEXT_HOP: 64.200.199.3

Internet routing and addressing, the Internet Routing Registries SOMMUNITY: 3561:21000 7911:999 7911:7302

) ) o ANNOUNCE
(IRR) [12] database is used to store the routing policies 141.238.0.0/16
for each ISP. It uses Routing Policy Specification Language _
(RPSL) [13], [14] to define the common format and express Fig. 1. An Example of Update Message

a wide range of routing policies.

C. Related Work this information. One is from the usages BG&P community

The first study on inferring AS relationships is proposed battribute, one from the instances of AS-SET object in the
Gao in [4]. The paper summarizes thalley-free property IRR databases, and another is from the explicit description
of AS paths in BGP routing tables. Formally, an AS patbf routing policies in the IRR databases.
is valley-free if and only if a provider-to-customer edge ] )
is followed by exclusively provider-to-customer or siblingA- From the Usages of BGP Community Attribute
to-sibling edges, and a peer-to-peer edge is followed byln this subsection, we first review the common usages of
exclusively provider-to-customer or sibling-to-sibling edge8GP communityattribute in practice, and then analyze the
The author proposes a heuristic algorithm for inferring ABersistency on its usages in the Internet. Finally, we describe
relationships by extracting AS path information from publibiow to obtain partial AS relationships from the usageBGP
routing tables on Route Views routers [15]. Subramanian emmunityattribute.
al. [5] formulate AS relationship assignment as an optimization1) Usages of BGP Community Attribut&GP community
problem, Type of Relationship (ToR)roblem. The authors attribute consists of a set of four-octet values. Each community
present a heuristic algorithm for inferring the AS relationshipsglue is denoted as two pastgxxx:yyyyyFrom previous stud-
by combining AS paths from multiple vantage points in thees [11], [19], the community value often implies the type of
Internet. Battista et al. [6] analyze the complexity BT8R peer, geographic location or interconnection point in practice.
problem and present an approximately optimal solution to ti&® the usages @GP communityattribute make it possible
ToR problem. However, it is not clear whether the optimab indicate AS relationships. For example, in the RIPE’s IRR
solution of ToR problem could certainly lead to an accurat#atabase archived on 07/14/2003, AS6320 uses the community
inference of AS relationships in practice. “6320:21xxx” to denote its peers, use “6320:22xxx” to denote

Although these algorithms have been proposed for seveital providers and “6320:23xxx” to denote its customers.
years, no study has been done on evaluating the performancBefore we useBGP communityto obtain AS relationships,
of these algorithms. Given the facts on the incompleteness look at how persistent the usagesB&P communityat-
of AS-level topology from the limited sources [16], [17] andribute are in the Internet and investigate whether this attribute
BGP misconfigurations [18] in the Internet, it becomes mois a good indication of the AS relationship.
and more necessary and interesting to evaluate the accurac®) Persistency on the Usages of BGP Community At-
on the AS relationship inferences. Without any commercitiibute: We collect the BGP update messages from Route
agreements among ISPs, it is hard for us to evaluate tfiews routers [15] and RIPE rrc00 [20] from 06/01/2003 to
accuracy of these algorithms. Fortunately, the studies in [10]7/10/2003. Fig. 1 illustrates the format of an update message
[19] suggest that some usages BGP communityindeed translated by MRTd tools [21]. We parse all update messages
indicate the relationships among ASs. In this paper, we firist our data set and count the frequency of the usages of each
introduce techniques for obtaining partial AS relationships amdmmunity value. We define a tupl€A, B, NextHop}, as a
then use them to evaluate the inferences of existing algorithmsit to maintain its community values betweA8 AandAS B
Furthermore, we propose a new algorithm for inferring A$hat are observed froldextHop. For example, we can derive
relationships which outperforms existing algorithms. two tuples from the update message in Fig. 1. Ong&v911,
AS3561, 64.200.199:3with community value7911:999 7911:7302;
and the other igAS3561, AS1239, 64.200.19p.8vith community
value “3561:21000".

One straight forward approach to evaluating the AS rela-We useN; to denote the total number of tuples that use
tionship inferences is to compare them with the commerciahe or more community values over the observation period,
agreements among ISPs. It is infeasible to obtain all theard.V, to denote the total number of tuples that use only one
commercial agreements in the Internet. However, we cancammunity value over the observation period. Table | shows
least obtain partial AS relationships of some ISPs from thbe result of persistency on the usagesB&P community
usages 0BGP communityttribute and IRR databases. In thisttribute. We see that almost 90% of tuples kept using one
section, we introduce three different approaches to obtainiogmmunity value during the observation time.

I1l. M ETHODOLOGY FOROBTAINING PARTIAL AS
RELATIONSHIPS



TABLE |

IV. EVALUATION ON THE AS RELATIONSHIP INFERENCES
PERSISTENCY ON THEUSAGES OFBGP COMMUNITY ATTRIBUTE

In this section, we use the partial AS relationships to

Data Source N Np evaluate the inference of the existing algorithms. We refer to
RIPE 17c00 5130 | 4503 (89.38%) He alaorithm in 14 dbv G UG and the alaorith
Route Views routers 31536 | 28256 (89.60%) the algorithm in [4] proposed by Gao as LG and the algorithm

Overall 36675 | 32849 (89.57%) in [5] proposed by Subramanian et al. as SARK. We run the

LG algorithm to obtain the inferences on the routing table from
_ Route Views routers. The inferences of SARK algorithm are
From these observations, we argue that the usag&G#f ayajlable online at [26]. We compare our partial information

communityattribute are very persistent over a long period Qfjith the inferences of LG and SARK algorithms from the data
time. It should be reliable to map AS relationships from thgn 07/10/2003.

usages oBGP communityattribute.

3) Mapping AS Relationships from BGP Community Vaf. Accuracy on the Type of Relationships
ues: Mapping AS relationships frorBGP communityalues e calculate the accuracy based on the overlapping AS
is not trivial because there is no standard syntax on tR@irs appearing in both our partial AS relationships and the
description ofBGP communityin IRR databases. We collectinferences of each algorithm. There are 2802 overlapping
the semantics oBGP communityattribute for each AS from aAs pairs in the inferences of the LG algorithm and 2821
the IRR databases, and put them in a simple database.olrlapping AS pairs in the inferences of the SARK algorithm.
addition, we use additional public information [22], [23], [24]we use these overlapping AS pairs as the samples to evaluate
[25] to expand the knowledge of our database. Then, we patge accuracy of these two algorithms.
the BGP update messages to get the usagB&S8fcommunity  Table Il shows the accuracy of inferences of the LG and
attribute. Finally, we query our database and mapB@P SARK algorithms. We see that the accuracy of the LG
communityvalue of AS pair into its relationship. algorithm is higher than that of the SARK algorithm on

B. From AS-SET Object in the IRR Databases both provider-customer and peer-to-peer relationship infer-

In the IRR databases, many ISPs define their customefa o> Although the accuracy of both algorithms on prowde'r—
cgflé,tomer inferences is high, the accuracy on peer-to-peer in-

providers and peers as different instances of AS-SET objett. . : L
efences is very poor. On peer-to-peer relationship inferences,

We parse the IRR databases, and find out the instances W'%h%” LG algorithm achieves 49.08% accuracy and the SARK

contain the strings of “customer”, “provider” or “peer” in thelral orithm achieves onlv 24.63% accurac
AS-SET object. Then we manually check these usages and y £2.63%0 Y-

obtain partial AS relationships. B. Accuracy on the Degree of AS Pairs

C. From Routing Policies in the IRR Databases In order to further investigate what AS pairs have incor-

The description on routing policies in the IRR databasdgct inferences from the existing algorithms, we look at the
sometimes also imply the AS relationships. Similar to th@stribution of the accuracy on the degree of AS pairs.
method in AS-SET object, we extract AS relationships only We definea(d) to be the accuracy of the inferences on the
when their relationships are explicitly described in theifS pairs in which both degrees are greater than or equal to
routing policies such as “Import from downstream transft- From the definition, we know that(1) denotes the overall

customers”, etc. accuracy of the inferences on all AS pairs.
. , . Fig. 2(a) shows the relation between the accuracy of the
D. Results of Partial AS Relationships inferences and the degree of AS pairs for both of the LG

Based on the techniques we have presented in this sgad SARK algorithms. Although the overall accuracy of the
tion, we process the data on the RADB and RIPE's IRRG and SARK algorithms is high, the accuracy for the AS
databases published on 07/14/2003 and BGP updates on Reuiés with medium or large degrees is not good. For example,
Views routers [15] and RIPE rrc00 [20] from 06/01/2003 t@,(100) is 67% for LG algorithm and only 58% for SARK
07/10/2003. To avoid using the obsolete information, we onligorithm. If we only look at the accuracy on peer-to-peer
analyze the records that were updated in 2003. We obtain teationships in Fig. 2(b), we find that neither of them can
relationships for 4914 distinct AS pairs (2419 AS pairs frorachieve a good accuracy for the AS pairs with small degrees.
the usages of BGP Community, and 2916 AS pairs from the ) .
usages of AS-SET object and routing policies). 28 of thefn- Discussion on the Evaluation
do not have a persistent AS relationship when we combineFrom our evaluation results, we observe two limitations of
the results from these three approaches. We ignore these feev LG and SARK algorithms on the accuracy of the AS
special cases from our study. Among the remaining 4886 A8lationship inferences.
pairs, 3717 of them are provider-customer relationships andThe first limitation of the LG and SARK algorithms is that
1169 of them are peer-to-peer relationships. Since our partith of them have a low accuracy on peer-to-peer relationship
information covers 3616 different ASs, we believe that it is mferences. One interesting observation is that both algorithms
good sample to evaluate the AS relationship inferences framhieve better accuracy on inferring provider-customer re-
the existing algorithms. lationships than on inferring peer-to-peer relationships. The



TABLE Il
ACCURACY OFAS RELATIONSHIP INFERENCES ONO7/10/2003

PTE algorithm
Inferring Algorithm LG algorithm | SARK algorithm Evaluated by Evaluated by
100% partial information| 80% partial information
Samples of AS pairs 2802 2821 2818 2254
Accuracy of Provider-Customer Relationships 99.13% 98.35% 96.92% 96.14%
Accuracy of Peer-to-Peer Relationships 49.08% 24.63% 91.45% 89.33%
Overall accuracy 94.25% 91.24% 96.37% 95.46%
Overal Aecweer e e V. INFERRINGAS RELATIONSHIPS FROMPARTIAL
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Based on the discussion in section IV-C, we now propose
a new algorithm for inferring AS relationships. The basic
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oso m PR L - ot e from partial information. We refer to our algorithm as PTE
(a) The Smaller Degree in AS Pairs (b) The Small Degree in AS Pairs (Pal’tiameSS TO El’ltireness).

Fig. 2. Accuracy on the Degree of AS Pairs i i . i
“PTE (100%)” denotes the accuracy evaluated by 100% partial informatioﬁ' Algomhm for lnferrmg AS Relatlonshlps
“PTE (80%)” denotes the accuracy evaluated by 80% partial information.  Our algorithm consists of two major components. One is
to filter non-valley-freepaths, and the other is to infer AS
relationships from partial information. We also have several

reason partly comes from the power-law distribution of A&Chniques to improving our algorithm. Due to the limited
degrees in the Internet topology [27]. More than two-third@ace, we only describe major ideas in the algorithm. The
of ASs has only one or two degrees located at the edge 4tt@iled algorithm and analysis can be found in [28].

the Internet, most of which are the customers of other ASs.1) Filtering Non-Valley-Free PathsUsing our partial AS
Therefore, in the graph of AS level topology, we can easifglationships, we examine thealley-free property for each
infer the edge ASs (those ASs with one or two degrees) fo> Path. We remove the AS paths which cannotviadey-

be the customers of their neighbor ASs. On the other handffge from our data because they are most likely caused by

is not obvious to determine the relationships among the A8&P misconfigurations or special routing policies.
which are other than the edge ASs. 2) Inferring AS RelationshipsBased onvalley-freeprop-

The second limitation is that neither the LG algorithm ndf'y ©f AS paths, we define three inference rules on an AS

the SARK algorithm can achieve a consistent performanB8th(a,b.¢,d. e, f) and one refreshing rule as follows:
on the accuracy over the different degrees of AS pairs. Both® Inference Rule 1Prowder-t0-cgstomer edge_ is follow_ed by provider-to-

. .. L . customer edge. For example, if the edged) is a provider-to-customer
algorithms have similar accuracy distribution on the degree edge, we markd, ¢) and (e, f) as provider-to-customer edges.
of AS pairs shown in Fig. 2. For the large ISPs in the core e Inference Rule 2Customer-to-provider edge only follows customer-to-
of the Internet, both algorithms can correctly infer them as gg%vfs\;ee‘i?:j({zr)?n%"gg%'firf?oegg%‘fégr'_foa_ccuusstf;‘eerr:‘ééperg_‘”der
peer-to-peer relationships. So the accuracy for large degreg inference Rule 3The left part of peer-to-peer edge is customer-to-
AS pairs is high. For the small ISPs in the edge of the provider edge, and the right part of peer-to-peer edge is provider-to-
Internet, although both algorithms achieve good performance CuStomer edge. For example , if the edged) is a peer-to-peer edge,

A we mark(b, a), (¢, b), (d,e) and(e, f) as provider-to-customer edges.
on overall accuracy, they are not consistent on the degree of A Refreshing Rulelf both (u,v) and (v, u) are inferred to provider-to-
pairs. Furthermore, the accuracy on peer-to-peer relationships customer edge, we marfe, v) and (v, u) as sibling-to-sibling edge.
is poor. Note that if we start with our partial information and apply

The LG and SARK algorithms do not perform well orthe above rules repeatedly, we can get more AS relationships
inferring relationships for all AS pairs. One of possible reasomdentified. Once we cannot infer any AS relationships, we use
is that some AS paths in the routing table do not conform to titlee algorithm in [4] to infer the remaining relationships.
valley-free property because of BGP misconfigurations [18] 3) Several Techniques for Improvementle have several
or special routing policies. Without any prior informationtechniques in our algorithm for further improvement. For
existing algorithms cannot differentiate thalley-free and example, we collect multiple routing tables to augment the
non-valley-freepaths before they start inferring. AlthoughAS-level connectivity and to get more AS paths. We filter
the chances ofon-valley-freeAS paths are small, they dothe AS paths that are not frequently present in the collected
affect the accuracy of inferences in the existing algorithmeouting tables so that we reduce the impact of BGP miscon-
Motivated by these reasons, we propose a new algorithmfigurations [18] on the accuracy of the inferences. In addition,
next section so that we can make use of our partial informatiere have a heuristic algorithm to eliminate all relationship
to filter out thesenon-valley-freeAS paths. cycles [4], [5], [6] in our inferences.



B. Data Sources and Inference Results of two ISPs might not be consistent at different intercon-

In our experiment, we download 12 routing tables fror€Ct points [29]. For example, they might have peer-to-peer
Route Views routers and 3 routing tables from RIPE rreo@lationship in North American, but have provider-customer
archived on 07/10/2003. Around 0.03% distinct AS paths ha{@lationship in Europe. Second, without a standard syntax on
been filtered because abn-valley-freeproperty. describing the usage of BGP community and routing policies

We use partial AS relationships obtained in Section -t IRR databases, it is hard to systematically abstract partial
and our PTE algorithm to infer the AS relationships on th@S relationships from them.
above data. Among 4886 partial AS relationships, only 2819 ACKNOWLEDGMENT

. . - -~ “reflect the views of the National Science Foundation and Al-
peer relationships, and 0.31% of them are sibling-to-sibling, 4 510an Foundation. The authors also thank the anonymous

relationships.

C. Evaluation on PTE Algorithm

In order to evaluate the PTE algorithm, we randomly splify)
the partial AS relationships into two subsets of 20% and 80%2]
We take the subset of 20% partial AS relationships as initii
information for the PTE algorithm and use the subset of 80%
partial information or 100% partial information to evaluate the4]
PTE algorithm. 5]

1) Accuracy on the Type of Relationshipg/e run PTE
algorithm for 10 times with different random seeds. We present
the average accuracy of inferences in Table Il. It shows thag!
our algorithm achieves not only high accuracy on inferring
provider-to-customer relationships, but also around 90% ad?
curacy on inferring peer-to-peer relationships. Compared
the LG and SARK algorithms, our PTE algorithm improve|g
the accuracy of peer-to-peer relationships significantly, which
is 1.8 ~ 3.8 times as much as that of existing algorithms. oH°
the overall accuracy, our PTE algorithm still outperforms thez;
LG and SARK algorithms.

2) Accuracy on the Degree of AS Pairge also evaluate Hg]
our PTE algorithm on the relation between the accuracy and
the degree of AS pairs. The result in Fig. 2 shows that, no
matter using 100% or 80% partial information to evaluate g
PTE algorithm, the accuracy of PTE algorithm is consistentys)
high on the different degree ranges of AS pairs. [16]

From these experiments, we show that from only a small
set of partial information, our PTE algorithm achieves high7
accuracy on both provider-customer and peer-to-peer relation-
ship inferences. It also has a consistently high accuracy of e
inferences on the degree of AS pairs. [19]

VI. SUMMARY AND DISCUSSION

In this paper, we first introduce techniques on obtainir{ég]

partial AS relationships, and then use this partial informatigep]
to evaluate the accuracy of the existing algorithms. Then W]
propose a new algorithm on inferring AS relationships frorgg]
partial information. The result shows that from only a small sgte]
of partial information, our algorithm is able to achieve bettd?’]
performance than existing algorithms. 28]
With the rapid growth of the Internet in the recent years,
inferring AS relationships becomes hard. First, the relationsHgs!

reviewers for their helpful comments.
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